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4 4 Build the global standard of industrial cyber risk
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What Is Cyber Risk?

INDUSTRIAL CYBER RISK

IN-DUS-TRI-AL CY-BER RISK / IN'DOSTREDSL 'SIB2R RISK/

THE POTENTIAL LOSS OF LIFE, INJURY, DAMAGED ASSETS, FINANCIAL LOSS,
AND OTHER HARM FROM THE FAILURE OR MIS-OPERATION OF DIGITAL
TECHNOLOGIES AND COMMUNICATION NETWORKS USED FOR OPERATIONAL DOI: 10.2139/55m 3940320 + Corpus ID: 243833032
CAPABILITIES.

Cvher Risk Freauencv. Severitv and Insurance

DOI: 10.1088/1755-1315/645/1/012064 + Corpus ID: 234005175

? m— At ta DOI: 10.1109/CyberSA49311.2020.9139703 - Corpus ID; 218560014 CYbEI
‘ Pre base The Data that Drives Cyber Insurance: A Study

=z Into the Underwriting and Claims Processes

DOI: 10.3386/W2gg [OF Confer . . o i
LS Jason R. C. Nurse, Louise Axon, +3 authors S Creese - Pub shed 16 April 2020

When will the next phIShIng email arrive: The Anat Stratedies against Advanced Persistent Threats in

Héléne o
CY DOI:10.1007/510462-021-09976-0 + Corpus ID: 233631696

Cyber Situational Awareness, Data Analytics and Assessment (Cyber

Rustam Jamilov,

mod.>* Artificial intelligence in cyber security: research ,T

Will you suffer a data breach? g an 29vances, challenges, and opportunities ad

S Zhimin Zhang, Huansheng Ning, +5authors K Choo + Published 13 March 2027 - Computer Science -
S Artificial Intelligence Review
Journal of Maringe  poiae mop =i 2
' S Ranjan Pal, Ziyuan Huang, +6 authors N. Sastry *+ Published 1 May 2021 + Computer Science, Engineering. Economics -

|EEE Internet of Things Journa

When will a cyberattack on my organization happen?
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Two Stakeholders. One Challenge

Cybersecurity stakeholders are vulnerable, insurance firms are exposed and blind

The Industrial Enterprise

5% 500%

of CEO’s could be Growthin
personally liable by Ransomware in 2020
2024 targeting ICS/OT

$20 Billion

In estimated costs due to
Ransomware in 2020

1.Gartner - Predicts 2020: Security and Risk Management Programs
2.FORTINET - 2020 State of Operational Technology and Cybersecurity Report
3.Purplesec.- 2021 Ransomware Statistics, Data, & Trends

The (re)insurers

238% || 66.9%

of US organizations
do not have Cyber Average Loss Ratio in

Risk coverage plople

96%

Pricing increase year/over/year in Q3 2021
40% increase compared to Q2 2021

1.Insurance Insider February 11, 2021
2.NAIC-s 2020 Cyber Insurance Report
3.Marsh Cyber Insurance Market Overview: Q4 2021

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Quantify, Manage, and Solve Cyber Risk

Unanswered Questions

- (

N Industrial [ Insurance /
Enterprise | (Re)insurance
What s our risk-reduction ROl on Are we doing a proper risk selection?
cybersecurity investments? (tools + talent | :: . .
+ training) ::| Arewe allocating the right amount of

capital to cover future claims/losses?

Are we spending our security team’s time : .
and resources optimally? ::| Are our accumulation assessments and
. . ::| catastrophic scenario analysis,
_________ Are we overspending on c!upllcate | correct? :
: defenses where your risk just doesn’t s :
1| justify the price? % :
l e .
AN 2 N J
l s 5
[ e .
| : 5
l e -
ChiefRisk | == == ===~ > ::
Officer/CISO | _ _ _ _ _ _ _ _ >
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Industrial Cyber Risk

Quantifying risk In the financial gamble of investing in cyber defense

/

© Deterministic ©

- Value Influence diagram of the cybersecurity risk management problem




—e D=Q)=XUS

What Is the Point?

= Poorly understood - Insufficient empirical data

O = Highly dynamic - Fluid risk drivers
ﬁ = Impacted by both internal and external factors
J/-I * Impacted by human behavior, intentional or not

= That could result on systemic risk insurable? ... or even systematic risk
uninsurable ? under certain circumstances

Quantifying Cyber Risk and Uncertainty with
Rigorous Analytics Methodologies

here Is no full risk picture without data and science
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Evidence-based

for
industrial environments and
(Re)insurers of cyber risk.
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Evidence-based

Data-driven

ﬁ Ol FaRITY < SR W IR AMAIYERL. L RATTRCAT RO -'-El:-

Self-adaptive Automatic Continuous



—e D=Q)=XUS

Leveraging The DeNexus Knowledge Center

Inside-out Outside-in Business Models Bayesian Simulation

Likelihood Impact itigations

#0w o 3 RSKOVINMON  RCAAES A MTIATONS 20® S S sy 206

P e Revenue Most Probable Loss Expected Loss ecte g Value at Risk Exceptional Loss
C Y B E [ tntie Success - Supply - MlDsath or Inj.. No F No.Do !

I | Accidgent of Care
rinfected Hard
Hnfected-dSB - Ifected ation & R¢
I
[NcEinalRa....
Downtifme Aggregate ExpectedLoss @ Comparative Analysis @ Track Changes @
I

Wocwntine

s Harm and D).

Phishing

t
% Trusted

je effecl Of R

Sbedrb.
{l} Extertion

[JAccess Success - i v " G Averag Expected Loss.

[] Access su % Exceptional Loss
onmental Penalty
tigatio: . . .
$20M $40M $8.0M

[JAcesss Succ

ation & R
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Risk Modeling

Source and Technigue Only

Initial
Access
Vector (IAV)
notes

Frequency Frequency Fre
Threat Vulnerability - Technigue Vul

B Phishing
B Spear-phishing
B Drive-by & Watering Hole

|

B Web App or Ext Remote
IAccident or Carelessness

B Web App or Ext Remote'S

B N5employees

I Infected Hardware Additio

B N5vendors
B NO IDisgruntled Insider

B NG6employees Access &

B N6vendors Ilnfected USB

B N7 B Supply Chain

- NE B Trusted Relationship

Business
Impact?
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Risk Modeling

Frequency Frequency Frequency Frequency Impact Impact
Threat Vulnerability - Technique Vulnerability - Result Vulnerability - Intention Primary Loss Secondary Loss

B NO B Phishing I Intention was Espionage or |IP Theft P TheftD
Bl Spear-phishing _ _ Legal & PR Services
B Drive-by & Watering Hole Intention was Harm and Destruction
Downtime

B Web App or Ext Remote Service (credentials)

Initial IAccident or Carelessness Equipment Damage Death or "WWU Business
Access Investigation & R
Vector (|AV) B Web App or Ext Remote Service (exploit) Ves I ©SPORNSE ImpaCt

notes B N5employees Ilnfected Hardware Addition Extortionﬂ Confidentiality Breach

B N5vendors
B NO IDisgruntIed Insider

B NGemployees Access Success Average Compensation (per person)|

Final Ransomware F’ayoutf No Downtime ||

Environmental Penalty F

B N6vendors Ilnfected USB No Final Ransomware Payout Regulatory Penaltyﬂ
Downtime (side effect of ... )U

Intention was Financial Gain

B N7 B Supply Chain I
- NE B Trusted Relationship

Lost Customers and Contractsu
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Risk Modeling

Quantifying Uncertainty

Threat Vulnerability Impact

Number of Attempts Probability of Success Loss Distribution

Value between 0 and +inf: Gamma
Distribution
Value between 0 and 1: Beta Distribution

Integer between 0 and +inf: Value between 0 and 1:
Poisson Distribution Beta Distribution

— k=1.0,6=2.0
k=2.0,0=20
k=3.0,0=2.0
k=5.0,0=1.0

— k=9.0,6=0.5
k=75,6=1.0
k=0.506=1.0

RRRA 5
oy
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nmunnno
UON W=,

T ||

14 16 18 20

Hierarchical Models Mean and Two Order Statistics Generalized Linear Models

Bayesian Inference Bayesian Inference Bayesian Inference

J
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IN Action
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The Data

@ Advanced
Search

Newsfeed Overview Competitors
m Followed

Acquisitions
GE
Companies

Funding

GE

Email Read more
Settings

Chairrman & CEO

H. Lawrence Culp Jr

$78.68B
88/100

283.000
Vestas.

Boston,

Overview
Public, Independent Corr

Competitors
360C

Vestas
https

President & CEO

Henrik Andersen

96/100
Company

-

Aarhus, Central Jutland

Investments News & Insights

s a Massachusetts-based industrial conglomerate that operates in industries such as aviation, power generation, heal

Acquisitions Funding Investments

News & Insights

=d products for th

energy inc

$19.B

29,665

1898

$2.4B
Public, Independent Company, PA, VWS

Vendors

https://www.vestas.com/

Energy & Utilities

Renewable Energy

<) FORESCOUT.

DEVICE VISIBILITY

FUNCTION

1,833,032

-~

- u 1,833,032

COMPLIANCE OVERVIEW

Overall

Compliance
Status

8% Re

mpliace Theeshaid: 30
91% 9%

SEGMENTATION

& jason Bourne
1,206,720 424,656 120,672 31,952

OPERATING SYSTEM

49,032

VENDOR & MODEL
o ou
1,833,032 .

1,833,032

DEVICES AT HIGH RISK

TOP 5 UNAUTHORIZED WINDOWS APPLICATIONS INSTALLED
Last Hour
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Assets,
Controils, ...

CONSTELLA INTELLIGENCE

¥ prevé un 202,

un desafio para la industria”

https;iit coUg2io0iAUa a través de @E

Mentiof

Show images in me:

w s in blogs ...

n partnership

Tags
with #wincturbine maker

[ L 4
astructure Partners (CIP) has announced plans to build 2 2

reen Shydrogen project in Spain, in partnership with #windturbine maker

and three
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The Likelihood

| IDisgruntied.Insider
Supply Chain
| JAccident or Carelessness

CHnfected Hardware Addition
O Infected-USB

| I'Spear-phishing

D Trusted Relationship

FPhishing

Web App or Ext Remote S._.

Web App or Ext Remote S..

D Access Success - supply ...

| | Actess-Success - Infected ...

iy

e

[JAccess Success-Infected s

D Access Success Trusted

D ACCEess Success -/Spear-p. .
D Access Success - Phishing
[l Access Success - Web Ap...

D Access Success - Web Ap

D Equipment Damage

oy

— D Bowntime
Intention was Harm and ...

] Extertion

N

Intention was Financial Gain

@ Environmental Penalty

[lDeath or Inj... NoF NoDe-

%
¥

[ INo Final Ra..

Downtime (s...

rFmakRansomware Payout

1
1

Downtime (side effect of R

i

@ Downtime (side effect of E...

Average Compensation (p.-

= Investigation & Response (...

Investigation & Response (.-

@ Investigation & Response (...

Investigation & Response{ D

Regulatory Penalty D




How much risk do we have?

Expected loss

Revenue @ Most Probable Loss @& Expected Loss & Unexpected Loss C

Exceptional Loss

95% ~ 95%

Most probable loss
Value at Risk

Loss Distribution Aggregate Expected Loss @ Comparative Analysis @ Track Changes @

$0.0 (Most Probable Loss)

Tale risk

$3.50M (Expected Loss)

Impactinincome

Expected Loss

Income Unexpected Loss

Capital / Balance Sheet

Impactinreserves

Insurance

and balance sheet

D=@=XUs
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How much risk do we have? o
®

Expected loss
Most probable loss

Value at Risk

or Greater

Tale risk
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Impactinincome
Impactinreserves

and balance sheet
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What are our top risks?

Loss exposures

Partial Distributions @ Breakdown By Loss Exposure & Breakdown By Access Vector (O Risk Contributors

Risk partitioning
Initial Access Vectors
(IaV) with assigned

business impact
P S
I

P=Q=xUS
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Breakdown by risk by
sources

Assign loss Exposures

D=Q=XUS



What Is the benefit of mitigation?

&

Understand Risk @omvisc  nours mscovavn mscauarss scvmonTons o
Reduction options

Choose Risk Reduction
criteria. From fastest risk o o o oot
reduction to ROl to
fastest Payback Period or
other financial KPIs
Optimize the use or your
Cyber Security dollars
Prepare cyber security
budgets

Run sensitivity analysis

.
D=Q=XUS
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What iIs the cost/benefit of this project?

o S NUTY LM o AR MNWALY W o S TOAT
#$0G
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Multisite Decisions

Annual Loss Exposure per site What can we expect?

50000 100000 150000
(value/1000)

1000

D=Q)=XUS
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ldentify Risk Contributors

Aggregated Loss Exposure

< Back to Aggregated Loss

Aggregated Loss Exposure

: 539 97677

Aagr_Downtime Aggr_Ransonware

Site.D Site. Site.B Site. Site.C
Aggregated Loss Exposure
< Back to Aggregated Loss
. B
Ci ) Site

DE@EX US
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Cyber Risk Mitigation

D oR Expected Annual Aggregated Loss Reduction — 2 sites

I EW S W

PR

48 FA SN

Expected Annual Loss Reduction — 2 sites

" Mit 141 Mit 163 Mit 162 Mit 158 Mit 161 Mit 156 Mit 57 Mit 56 Mit 100 Mit 103 Mit 144 Mit 143 Mit 141 Mit 163 Mit 162 Mit 158 Mit 161 Mit 156 Mit 57 Mit 56 Mit 144 Mit 143

@ Site A @ Site.B

D=Q=XUS
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From the Control Room to the Board Room

Data is actionable

: 4 e

2 Industrial .| Insurance /
Enterprise :i | (Re)insurance

1. Risk exposure in financial .| 1. Properrisk selection

terms | 2. NewInsurance products &

2. Risk reduction ROlincyber | :: adequate terms and

investments conditions

3. Risk volume to be .| 3. Efficient capital allocation.

transferred Matching risk with capital

 : )

ChiefRisk |~ =~~~ ==~ - i
Officer/CISO L~
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From the Control Room to the Board Room

%) (&

Value Cyber Mitigate Risk Operationalize Transfer Data-driven
Risk Exposure ROI-based Actions Cyber Risk Decisions



Thank You

Learn more

Romy Rodriguez Ravines



