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Turning Data into Knowledge
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Overcoming Knowledge Siloes and Analyzing Complex Datasets
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The only evidence-based data and self-adaptive cyber risk quantification
model for industrial environments.

A Texas Wind Central Cyber Risk Summary LAST UPDATE Mitigation Recommendations
04.17.2022

$255k $797k Fastest Max ROI Max NPV

Expected Value at Risk (VaR)

Loss 95th Percentile
-53% ($135.6k) ($215.5k) -27%
- % of Expected Value at Risk (VaR) % of
Total Loss 95th Percentile Total
Q) ©)

Site vs Peers Capex $47.3k  Opex $46.2k Implementation 7 months, 1 week

$95k (37%)

ANNUAL RISK

$328k (41%) MATURITY 0 1 2 3 4 REDUCTION ($) ROI (%)
DECM-7 (@) $34.5k 179%
PR.IP-1 (2) $25.3k 486%
PRPT-4 (2) $22k 296%
- PRAC-4 () $10.8k 280%
RS.M-2 () $8.5k 385%
Mitigation Strategies
1.0

<« Expected Loss per Strategy

Completion to Final Target 0.8

Pre Mitigation

2 0.6 Fastest
= 53% Max NPV
C—— Q0% 0.4
= 25%
= 40%

0.2

—— 70%

& VaR per Strategy

e 75%

ee———— 10 0%

1000 1200

FO. PROTECT. PROCESSES & PROCED. - 80%
® Show Risk Tolerance
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Modeling of Catastrophic Cyber Events
IN Industrial Environments.
Impact on Portfolio Risk Accumulation
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Why Do We Need Cyber
Catastrophe Models?
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[Nat] CAT: definition

AMERICAN ACADEMY
of ACTUARIES

Catastrophes are infrequent events that cause severe loss,
injury or property damage to alarge population of
exposures. While the term is most often associated with
natural events (e.g. earthquakes, floods or hurricanes), it can
also be used when there is concentrated or widespread
damage from man-made disasters (e.g. fires, explosion,
pollution, terrorism or nuclear fallout)

§
'$ .)

I%éf_h- of hurricane Andrew, Aug 1992, colours represent wind speeds

65 people were killed
Damage total exceeded $26 billion
Insurance claims totalled $15.5 billion

Before Andrew, people thought the worst case scenario
was about $7 billion (Karen Clarke)

Andrew was responsible for the failure of at least 16 insurers
between 1992 and 1993 (Insurance Information Institute)

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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[Nat] CAT: challenges

AMERICAN ACADEMY
of ACTUARIES

Catastrophes are infrequent events that cause severe loss,
injury or property damage to alarge population of
exposures. While the term is most often associated with
natural events (e.g. earthquakes, floods or hurricanes), it can
also be used when there is concentrated or widespread
damage from man-made disasters (e.g. fires, explosion,
pollution, terrorism or nuclear fallout)

p i L : Path of hurricane Andrew, Aug 1992, colours represent wind speeds

LOW FREQUENCY
EVENTS

SCARCE HISTORICAL
DATA

[SPATIAL]
CORRELATION

RELIABLE
MODELS

Confidential & Proprietary. Copyright © by DeNexus, Inc.



—0 D=Q)=XUS

Cyber CAT: even more challenging

1 100 750

| Py - N @ Wwind @ Natural Gas @ Nuclear @ Other

X v / o5 . .
&Y e P ~ Solar @ Coal @ Conventional Hydroelectric

£ - Sources: U.S. Energy Information Administration, Form EIA-860, ‘Annual Electric Generator Report' and Form EIA-860M, 'Monthly Update to the
~ s Annual Electric Generator Report.'

15t GENERATION
FAILED

EVENT SOURCES OF
SET CORRELATION
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Datais the foundation
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Cyber CAT: Accumulation and Portfolio

~
. Threats_1 Unit 1 = Impact_
': Owner 1 Ouwner 2 } Owner 3 / =
= / @
=l Threats 2 £ Unt 2 > Impact .2
F&Cilitl/ >
+ +
Operator 1 Operator 2 Operator 3 Operator 4 TO‘tO\l i IMPO\Q‘t__J IW\PO\Q‘t__.Q\ IMPO\Qt,_.S

Total = Accumulation (Impact_1, Impact_2, Impact_3)

A portfolio is: a collection of facilities, each with their own % allocation (assured's interest)

A large loss happens in isolation, either by accident or as the result of a sophisticated attack
An accumulation happens because all the affected facilities shared a common trait.

Such a common trait underpinned the event leading to the loss, and in hindsight was a source of correlation
within the portfolio.
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Why OT Data is Different?

ModBus, BacNet, OPC

~

= 20yearsinstall base
= Large capital

Fleets of Asset are Aggregates
can now be seen with OT-DPI
Knowing the segmentation
strategies allows for risk
quantification

Impact difference

Industry - O&G vs. Electric
Utility

Sub Industry - Offshore

Wind Turbines vs. Combined
Cycle Plant

Geographic, Public vs. Private,
Small vs. Large Revenue

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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One Clientin US >60 Sites

Inside-Out and Outside-in Risk Visibility, RT Quantification, 24x7 Management

D=E=XUS

Asset Owner
/ CLIENT

Vuln Scan

Cfg Mgmt

IT Telemetry

Asset Owner MSSP MSSP MSSP

Data Center Cloud Portal SOC
A A

v \4
| SEM il AV/EDR
SIEM Endpoint Vulnerability
Telemetry Protection Management
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Bullt for Purpose: OT Inside Out Data

2"d Generation Risk Modeling Requires Continuous OT Data from Inside Process Networks

-

Inside Data

i

Sensors inside the OT network
collectinformation about the
existing assets,
software/firmware, configuration,
control systems in place.

\_

e

\

v

INDUS TRIAL CF

4 N\ [ )
Outside Data Firmographics
g "
Threat intelligence and contextual Organization -public-information:
information from public and location, industry and sub-
private and proprietary data mdustry, revenue, size, age
sources. Attractiveness
\_ /L 9
QM FIT-FOR-PURPOSE
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Risk Quantification: putting data in context




—® D=Q=XUS

DeNexus Modeling System - Uniquely Approach

Number of Attempts

s

How many attempts

Initial Access

9 techniques

Drive-by
Compromise

Exploit Public-
Facing
Application

External Remote
Services

Hardware
Additions

Phishing .

Replication

Through
Removable
Media

Supply Chain
Compromise

Trusted
Relationship

Valid
Accounts

Initial Access

12 techniques

ive-by
_om pram ise

Exploit Public-
Facing Applicaticon

Exploitation of
Remote Services

External Remote
Services

Internet Accessible
Device

Remote Services
Replication
Through
Removable Media

Rogue Master

Spearphishing
Attachment

Sup hain
Compromise

Transient Cyber
Asset

Wireless
Compromise

inayear?

CYBER THREAT
ACTORS

Deploy malicious tools
to reach their targets

CRITICAL INFRASTRUCTURE

~

Attack Path Simulator

Loss / Severity /Impact

Mitigation Recommendations

How can anincident
propagate and cause
a loss event?

Bash History

Brute Force

Information
ry

Image File Execution Options

CYBER THREAT

EDITABLE STROKE ACTORS CYBERSECURITY

Level 4/5:

OO FEFFO ue

f- B~

Control
2 3 g otz
=2
o - - Level 1
BEGN BEGE BEee

Level 0
Process

What is the
financial impact ($)?

Mitre Impact Primary Loss Secondary Loss
mmm |nhibit System Recovery

I Disk Wipe

Il Endpoint Denial of Service
Il Network Denial of Service
Il service Stop

- Data Destruction

- Data Manipulation

Il Firmware Corruption
. System Shutdown/Reboot

- Defacement

Il Data Encrypted for Impact
. Account Access Removal

Il Resource Hijacking I Environmental Penalty

|:] Denial of View

Damage to Property
I:J Loss of Productivity

- Regulatory Penalty
I:] Denial of Control

|:| Loss of Control - Legal and PR Services
I:I Loss of Protection ! Downtime (seo)

[ oss of Productivity and Revenue Equipment Damage _
Reputational Loss

Emm Equipment Damage (seo)
D Loss of Safely, . Investigation and Response

|:| Manipulation of View

\:I Loss of Availability mmmm Compensation per person

= Loss of View - I Confidentiality Breach
1 Theft of Operational Information

I:] Manipulation of Control

mmmm Extortion Payout

CRITICAL INFRASTRUCTURE CYBERSECURITY

How to Mitigate?
Unit Risk Level

DEAED1 (DEAE02 |DEAE04

DEAEOS ||DECM03 [DECMOS

DECM-01 ||[DECM06 | DE.CM-07

PRAC03
PRACO4 [PRDS05 [PRDS08  [PRIPO ID.AM-05
RSAN-03 [IRS.AN-04
RCCo03|[RCIMOT
Tos |PRP0s [Pripo7 PRIP-03 iDBE01 [iDBEOZ  [IDRADZ
RsAN-01  [[Rs.AN-05  [[Rs.M-02
R pT.03[PR PT-04] ID.RA-03 -3 ID.SC04] o e
PRDS04 |PRIP-0S ID.BE-02
RSAN-02  [[RS.IM-01  |[RS.MI-03

\
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Trusted Ecosystem

Only one option to make it real

Data QUALITY

DataINTEGRITY

ACCOUNTABILITY

Elaboration

API
AN ~ | |  consumer
Consumption £:::§§§ -
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Unlocking the value
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The site: Texas Facility

N

PD=N=XU5

Average Annual Capacity Factor (CF)
relative to Nearby Wind Farms - 2021

Country: US
GPS: 32°32'25.152" N
GPS: 99°43'8.112" W

Operating since:

2010

apacity Factor (CF)

Monthly Net Generation for Texas_Facility Wind Farm

B r
A M oy
B,
Sl iy
3y

Month

{3 8 b=

II II D=r=XLI5
a
V5 O
b “ha,, Ty,
Sl iy

B 2019 Generaticn

in (WWh)

neratic

Ge

Met

Owner: Demo Wind Ventures Number of Turbines: 125 Vestas V100/2000
Operator: Demo Operating Company Turbine Capacity (MW): 2.0
OEM: VestasWind Farm Capacity (MW): 250
Developer: Demo Clean Power Fuel Type: Wind

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Capabilities Assessment - Cyber Security Framework

Strength: Identify | Weakness: Recover

Site Security Control by Function

Texas_Facility Protect (PR)

Identify (ID)

Detect (DE)

Response (RS)

Recover (RC)

ML

1.0

0.0

Protection Function

exas_Facility

ML

1.0

0.2

0.0

O
O

Highest functional capability (strength) is /dentify
Lowest functional capability (weakness) is Recover

o 4 outof 36 Security Control with Protection Function are above 0.8
o 14 out of 36 Security Control with Protection Function are Not initiated

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Capabilities Assessment - Cyber Security Framework

Protect Function contains the most advanced capabilities. Many security controls not initiated

Texas_Facility

Protect (PR)

PR.AC-01 PR.AC-02 PR.DS-01 PR.DS-07

PR.DS-03

PR.DS-06

PR.AC-03

PR.DS-02

PR.IP-02

PR.AC-04

PR.IP-03

PR.AT-05

PR.IP-05

PR.IP-07

PR.IP-08

PR.IP-12

PR.MA-01

PR.IP-10

Identify (ID)

™ P
D.BE-05

ID.AM-01

ID.AM-02

ID.BE-04

ID.BE-01

ID.AM-04

ID.RM-01

ID.BE-02

ID.BE-03

ID.AM-05

ID.SC-03

ID.SC-04

Detect (DE)

DE.AE-03 DE.CM-08

DE.CM-02

DE.DP-01

DE.CM-04 DE.DP-02

Response (RS)

I el ik
R. 1 I-._.-I - I.._.I ]

DE.DP-03

DE.DP-04

DE.DP-05

RS.MI-01

RS.AN-03

DE.AE-01

DE.AE-05

DE.CM-01

DE.AE-02

DE.CM-03

DE.CM-06

DE.CM-05

DE.CM-07

Recover (RC)

RC.CO-01

RC.CO-03

RS.AN-05

RS.IM-02

RC.CO-02

RC.IM-01

RC.IM-02

RS.IM-01

RS.MI-03

RC.RP-01

ML

1.0

0.8

0.6

0.4

0.2

0.0

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Site Cyber Risk Assessment

Loss Exceedance Curve (LEC)

or Greater (%)

(]
LA
—
O
L —
i

-Fhl
4
L 1
T
-
L
E Y

Pri

:Expected (mean) :VaR 95%

D=MN=XUS

LEC visually display the probability that cyber
loss will exceed some amount within a year

Metric

Value

Description

Revenue

$35.9M

DeNexus sourced starting number for site.
Update for specificity.

Expected Loss

$2.0MM

In statistical terms, the expected loss is the
mean loss that we would expect over a given
period of time (year). The expected loss is an
average used for provisioning.

Unexpected Loss

$1.20MM

Unexpected losses are loss percentiles in
excess of the expected loss

Value-at-Risk
CEED))

$4.00MM

VaR is a measure of risk that tries to answer
the following question: "How bad can things
get?" In statistical terms, the VaR is the loss
value for which the probability of observing a
larger loss, given the available information, is
equal to 1-p

Exceptional Loss

$8.3MM

Unexpected loss does not include exceptional
losses beyond the loss percentile defined by
a confidence level. Exceptional losses are in
excess of the sum of expected loss plus the
unexpected loss, which is equal to the loss
percentile L(a).

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Where is the cyber risk?
Annual Expected Loss ($) by Exposure Type

Breakdown of the Annual Expected Loss by Exposure Type

N

D=N=XUS

($)

I
(Fa]
|$|
—
[i]
Q
+-
LJ
.l::
o
>
LLl

Downtime Equipment Damage Forensic Extortion

Loss Event

= Coverage: Liability Insurance vs. Property
Insurance.

= If one were assessing an insurance policy,
notice 73% of cyber risk is in Downtime
whereas Equipment Damage represents only
13% of site risk

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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What-if?

Customize the implementation scenario, or the contribution of any given sub control to that scenario definition

Texas_Facility
Protect (PR)

PRIACO2 PR.A 3 | PR.IP-03

PR.DS-01 04 | PR.IP-06

Project O: Current status

PRACOT PR.IP-11 | PR.AT-02 | PR.IP-02 | PR.PT-01

PR.PT-02

PR.PT-05 ¥ e 5]

PR.IP-05 | PRIP-10

PR.IP-09

PR.IP-07

PR.DS-06

Identify (ID)

E-05 | ID.RM-03 | ID.SC-01 | ID.5C-02
ID.AM-02 | ID.GV-01 | ID.GV-02 | ID.GV-03 | ID.GV-04

ID.AM-03 ID.RM-01 | ID.RM-02 | ID.SC-05

41 ID.RA-04 ID.AM-05

ID.AM-06

PR.IP-08

Detect (DE)

DE.AE-03

DE.CM-08

DE.DP-03

DE.CM-02 | DE.CM-04 |

DE.DP-01 | DE.DP-02

DE.DP-04 | DE.DP-05

ID.RA-05
ID.BE-01 ID.RA-03

ID.BE-04 | ID.RA-06 [Ta¥:1=Ivrd [Ppagpes

Response (RS)

Recover (RC)

RC.CO-01 RC.CO-02

RC.CO-03 | RCIM-02

RCIM-01 | RCRP-01

Project1. OT_DPI

Ol DP

Drote DR

PR.AC-05 | PR.PT-01 Jaae=0s
PR.DS-02 | PR.PT-04 g=1:81=
PR.IP-01 }i: U 0
PR.IP-12 } 35 U2 P
PR.MA-02 p 28t

ae )

IDAM-01 | ID AM-02 | ID.AM-03

ID.AM-05

ID.BE-O1

ORIP-02 PRIP-02 PRIP-06 PRIP-O
PR.P PRAT-05 | PRDS-04 | PRDS-05
SRl PR DS-08 | PRIP-07 | PRIP-08

; W | B PR.IP-10|™"*

D PR.AC-04

PR.IP-05 | pr MA 01

Dete )
ID.RA-01 | ID.RA-02 DE.AE-01 | DEAE-02 | DEAE-03
D D DE_AE-05 | DECM-01 | DECM-04
D DE.CM-06 | DECM-07 | DECM-08
i0.8.02 | iD.BEO3 DEDP-02 DE.D
DEDP-04 DECM-03
ID.RA-03|***
D DE.AE-04 | DECM-05
ID.SC-03
1 ) . ~ »
RSAN-O2 | RSANOS | RS.M-01 RC CO.01 RCCO.0
RC.CO-03 | RCIM-02

RC.IM-01 | RCRP-O1

Project 2: Authentication

Authentication

Protect (PR)

PRAC-01 PRAC-02 PR.AC-05 PR.DS-03 PR.IP-08 PR.MA-02 PR.PT-01 PR.PT-02

.

LAy PR.DS-02 PR

DLAMEIEY PR.IP-11

|dentify (ID)

IDAM-06 | ID.GV-02 [{I Nl

2 | ID.BE-04 | ID.GV-01
ID.AM-01 | |D.RA-01 | ID.RM-01
ID.AM-02
ID.AM-03

ID.RA-05 fTp¥:1}|

ID.AM-04 ' ID.RA-06 [[pR:]=x1¥]

Response (RS)

ID.RA-04 ID.AM-05

PR.DS-06

PR.1IP-02

PR.IP-01

PR.IP-04

PR.IP-03

PRIPS R P12

4 PR.IP-06

ID.RM-03 | ID.

ID.GV-03

ID.RM-02 | |ID.SC-05

PR.IP-07 | pR.MA-O1

ID.GV-04

ID.SC-03

Detect (DE)

s

DE.CM-0 DE.CM-08
DE.DP-01

02 | DEDP-03

DE.DP-04

Recover (RC)

RC.CO-01 RC.CO-02

Project 3: Phishing Assessment

Phishing
Protect (PR)

PRACO1 PR.DS-07 PR.DS-06
PRACO2! PR.DS-02

PRAT-01 PR.IP-11 | PRAT-03 | PR.IP-03
PR.DS-01

PR.IP-06

PR.DS-05 PR.IP-09

Identify (ID)

PRMA-02 | PR.PT-01 | PR.PT-02 | PR.PT-05

PR.IP-05

PR.IP-07

W o

ID.AM-03 ID.AM-04 ID.BE-04 ID.GV-02

ID.GV-03 ID.RA-06 ID.RM-01

ID.GV-04 |p. 5c-05

ID.AM-01 |D.RA-04

ID.RM-02

ID.AM-02 |D.RA-05 [pN:zi=1}

Response (RS)

PR.IP-08

Detect (DE)

DECM-01 DECM-03

DE.AE-03 | DE.CM-02

DE.CM-08

DE.DP-03

Recover (RC)

RC.CO-01 RC.CO-02

RCCO-03 | RCIM-02

RCIM-01 | RCRP-01

1.0

0.0

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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What scenario provides the most risk reduction

Loss Exceedance Curve by what-if scenario Risk Reduction - 30% chance

iSite Expected Loss (EL) O N ‘Site Expected Loss (EL) S

== Phishing " : = Phishing

= Texas_Facility _ =— Texas_Facility
—— OT_DPI : —— OT_DPI

— Authentication : — Authentication

-,

or Greater (%)

@
o
]
y
D
-
O

=

ot
=
ot

30% chance
30% chance

Probability of Los
Probability of Los

6M 8M

Loss Exposure ($) Loss Exposure ($)
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What scenario provides the most risk reduction?

Different initiatives | Different risk reduction

4 Security Control Portfolios Expected Loss by Event Type: 4 Security Control Portfolios

Texas_Facility
M OT _DPI
M Authentication
M Phishing

7
Ui
U
O
—l
0
@
——
L
a
O
>
L

Equipment Damage

Loss Event

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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What mitigation provides the most risk reduction?

Top 5 Mitigation Top 7 Mitigation
Considering Highest Risk Reduction and Lowest Investment Considering Highest Risk Reduction

Stand-alone mitigation analysis. Optimal mitigation Portfolio .

Capex, Opex and time of implementation are inputs of the system Capex, Opex and time of implementation and Dependency between
mitigations are inputs of the system

Top 5 Highest Risk Reduction + Lowest Investment Sub Categories ®

Investment (Dollars)

w
o
=
=]
]
=
o
=
(%)
=1
=
v}
o
e
el
=4

_PRAC-O1_ : _PR.IP-11_ _PR.DS-05_ PRAC-03_ _ID.RM-01_

Security Control  PR.AC-01 PRIP-11 PR.DS-05 PR.AC-03 1D.RM-01
Current ML = Risk-Informed Repeatable Risk-Informed Risk-Informed

Recommen ded ML Repeatable Adaptable Repeatable Adaptable

Risk Reduction (§) 6046 5287 4423 3772
294 98 204 392

rs | 2 1 2 3

Identities and credentials are issued, Cybersecurity is included in human Protections against data leaks are Remote access is manage isk management processes are
managed, verified, revoked, and resouRecoveres practices (e.g,, implemented established, managed, and agreed to

Inicial

audited for authorized devices, users  deprovisioning, personnel screening) by organizational stakeholders
and processes
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With DeRISK ...




—® D=Q=XUS

Unlocking the value in data

Costly Unanswered Questions for Industrial Underwriters

® ¥ Single-Risk \@x Mitigation

@ - Assessment Strategies
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What-if? $)  Accumulation
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DeRISK - 2nd Generation Cyber Risk Modeling

Inside-Out data contextualized with underlying Industrial Process & Business data

=  We need CRQM

=  NAT CAT models not for CYBER CAT
Reliable models

= Ttgeneration failed

The Challenge

-

-

$171k (21%)

. Texas Wind Central Site vs Peers
put pinge Downtime
PROBABLE 0 (~%)
EwEcT0 $95k (37%)
 (ob $328% (41%
1 Risk Assessment )
A Texas Wind Central FRAMERORK
= st css v ROBABLE O ()
%5 Risk Mitigation: o i x $32.3k (13%)
VAR PERCENTI
s 955 v :
snent
4 TOLERANCE y
0(-%)

Mitigation Strategies

B ®

ﬁ D:@: XUS Portfolio Navigator SA v A Texas Wind Central Cyber Risk Summary uDATE Mitigation Recommendations
FFFFFF Max ROI
7 e X
: -53% ($135.6k;

zzzzzzzz

e Key Risk Controls
& Details and Preferences 30 Sites n Portfolio $740M Revenue i
DeNexus Knowledge Center m—1) -
%0 $15M  $33M 3\ pr Miigation
o ol T 3\

Identity

$255k (17%)

Trusted Ecosystem Rt

The Answer

Data is the foundation

Inside-Out & Outside-In evidence-based data

Data in context
Underlying Industrial Process & Business data

Data-driven decisions

Continuous risk evaluation in financial terms

Efficient ROI-based risk mitigation
Determination of risk to be transferred

Bottom-up accumulation

Trusted Ecosystem

Encrypted Data
Safe Insights
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Thank You

Learn more
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Romy Rodriguez-Ravines
Risk Modeling



D=Q)=XUS

Modeling of Catastrophic Cyber Events
IN Industrial Environments.
Impact on Portfolio Risk Accumulation
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