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Leveraging Data Al for Cyber Risk Management

How Data Science is Changing the Game
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The Challenge

CISOs and CFOs lack insights to justify and make informed decisions
about cybersecurity investments and cyber risk priorities

$215 Billion=

annually spent on Cybersecurity

$20 Billion=

annually spent on Cyber Insurance

With no financial analysis of cyber risk priorities or best approach
Industrial environments (OT) have even less information

Sources: [1] Gartner Group for 2024, [2] Munich Re estimates of cyber insurance market for 2025
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"You can't manage what you don’t

MEASURE."


https://quotefancy.com/peter-f-drucker-quotes
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Cyber Risk Management

Risk-based Cybersecurity & data-driven Risk Management
based on business impact

o)
O\\S\(e Acceptq nce You know which risk and how much liability
: 9(8 Reserving you carry on your balance sheet
A
(\0\\;
O%L la Trqnsfer You know what coverage and how much limit
\&00\, Cyber Insurance you need. And premium to pay
Q°
el
OX\O Mitigqtion You can confidently prioritize risk mitigation
Controls to buy down risks controls & projects and justify your budget
I You can identify where you cou o things
Avoidance dentify where you could do thing

differently to avoid risk

Understanding drivers

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved
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D=Q=XUS

Full-stack Cyber Risk Management
for Industrial Enterprises &

Physical Critical Infrastructures
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5-D Rule for
Cyber Risk Management
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Cyber-Physical Systems & Industry Verticals

RENEWABLE THERMAL
ENERGY ENERGY TRANSMISSION

R

e [XX

"

MANUFACTURING
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Information Security (Infosec) Fundamentals

IT Security ICS/OT Security: IT + PHYSICAL
Protecting data & systems Protecting digital systems that control physical assets
SE+4 O |
1) Confidentiality = x
2) Integrity
3) Availability 1) Safety N
2) Observability (inputs: sensors)
E 3) Controllability (outputs: actuators)
= 4) Availability l
5) Integrity - Priorities are reversed
6) Confidentiality |

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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What is financial quantification of
cyber risk?

Estimating financial loss of a cyber-attack affecting ICS/OT
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“A method of expressing [cyber] risk exposure from interconnected digital
environments to the organization in business terms [...] using a combination of

— Business logic

- M a th em a ti CGI m Ode I S — Gartner Information Technology Insights Expert Guidance  Tools  Connect with Peers
- LOSS event history Gartner Glossary > Information Technology Glossary > C > Cyber-Risk Quantification
— Current risk assessment Cyber- Risk Qua nt|f|cat|on

Cyber-risk quantification is a metho

to produce defensible exposure
value ranges of a chosen period” .

jic, mathematical mod

https://www.gartner.com/en/information-technology/glossary/cyber-risk-quantification

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reservd@
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It’s Cyber Risk In

‘ ‘ ‘ A g~ o

$46.9M $1.3M $6.8M

Vaive at Riak (051%)

Risky Wind Gen \

\
\
N
. \‘
o $53M
BR404K (05% S
333V (56%) %
m
O (%) Annual Loss Exposure
S3IR 6 (26% B
- .U.-l. %)
ot
o — -
Portfolio - Unit Selector ' o o



Quantitative Approach to Cyber Risk

-~

1st Generation

* Firmographics:
Revenue, Industry

* Excel spreadsheets

* Qualitative

~

2"d Generation
&)

Integrate security data
when/where available

Opportunistic more than
systematic

Mostly IT, often static
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3rd Generation

LJ

* Inside telemetry
* Dynamic

* Includes OT

* Al/ML-driven analysis

- Big data
- High-performance
algorithms

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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Quantitative Approach to Cyber Risk

Cyber Loss ($) from Operational Technology

4 A

Frequency (n) X  Severity ($)

/ Number of X Probability of \ X ﬁ?rimqry & Secondarh

attempts

success Loss
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Leverage Data for cyber risk management

Inside-data | Outside-data

Surface Web

* Publicly accessible
websites

* Search engines

Surface Web
* Customer-verified external data
* |Ps, Domains, Providers

Dark Web
* Legitimate whistleblowers, WikiLeaks,
suppressive political regime bypass
e Criminal activities
* May contain illegally obtained data
* |P Theft, data breach, stolen credentials

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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Patch Installed Firewall Rules

Network Topology

Remote Access

Corporate Wireless Corporate

Workstations Devices rvers Enterprise IT Networks

Firewall and Data Centers
DNS, AV, DC, Historian, Patch Site IT Site IT Level 4
Remote Access Servers SETVETS Wiarlksizifions Site IT Networks
Cyber Asset Inventory Firewall

USB Inserted

Communications

Matrix / Links
(Who talks to who?)

Network Anomaly

il

Core Switches
L1

Line Operator
/Engineering
Workstations

Tt Line

Switches

Ctuators

Line Operator \

/Engineering
Workstations

1 Line
Switches

PLCs/RTUs

Sensors/
Actuators

Site Production
Control Systems

Supervisory
Workstations

FR Line
Switches

Building
Controllers /
INAVARES

loT Devices

Make, Model, Version

Vulnerabilities, CVEs

Communication
Baseline

Level 3 and Level 3.
Site Operations Control
and ICS-Demilitarized
Zone (DM2Z)

Level 2
Area Supervisory
Control

Level 1
Control Network

Level O
Field Network

End of Life

and Proprietary - ©2025 by DeNexus, Inc. All rights reservddp



Outside-in Data

N p
N XETDA MIRE|ATIECK  ~ppec

CROWDSTRIKE MITRE | O=F=ND>"
C% SHODAN determ % CVEdetails.com

Censgs NH[D‘T&B#SE

‘;--have i been pwned? (Q“'

Inside-out Data

<)FORESCOUT  {p NOZOMI  CLAROTY

P NETWORKS

DRAGCS @ TANIUM N Otenable (_)ness!
INDUSTRIAL DEFENDER® CROWDSTRIKE Otenable.sc‘

Firmographics and Financial Data

@nnusomwnens
RocketReach

V:E Verisk e@
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39 generation

Cyber Incidents Data

= ]NDUSTHIM CONTROL SYSTEM

European /
Repository of \ Ics TRIVE
cy ber | ne Id ent s . COVERING SECURITY, THREATS, REGULATIONS, INCIDENTS, VULNERABILITIES WITH EXPERTS

HACKM_AGEDDON Incident Hub

Industrial Cybersecurity Incidents Database
SEC | EDGAR

[ Briefing

56 CISSM CYBER ATTACKS DATABASE

®
DRAGES & cnuess [waTERFALL

CHECK POINT

verizon’ SCCTRIO
& Coalition o |(aSpeI‘S|(y

work

NetDiligence F::RTINET



Modeling the OT Network and Attacks

N

A2\

Threats

Attack Path

/\

Vulnerabilities Security Controls

Frequency (n)
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Industrial Facility J ~ Impact

Severity ($)

/ Number of % Probability of \
attempts success

DeNexus Confidential and Proprietary - ©2025
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Modeling the OT Network and Attacks

Real Environment Digital Twin - for Simulation
Cyber Threat Landscape
7 verizon
i e [)EBIF‘ (3 1BM Security Mapping the TRITON kill-chain to MITRE ATT&CK for ICS
Vulnerabilities & Technical Debt Initialacgss(oﬂ Evasion Discovery Lateralgvement Evasion |2¢t

TOB43 ToB46 T0843 ToA20 TOBAO/TG828

—— o4& &b ¢

Initial
Access

MITRE | ATT&CK

D=Z@=XUS " =

Cyber
Impact



D=Z@=XUS " =

Internal Posture
(Secwi’cg Controls)

111
xx(&l

Probability (%)

Financial

Attack vs. Controls

External Threat

Environment Simulation antification
,® (Threat Intel) @

Cyber Threat Intelligence Attack Simulation Financial Quantification

* Actors, Malware, TTPs, CVEs, * Evaluate effectiveness of * Transform incidents into

EPSS, Skill — cyber safeguards & financial losses

* Victimology vulnerabilities, versus — Probability & Impact

* Cyber Incident history — threat landscape * Continuously assess r'sJ;

ﬁ%;

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reservd@
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Cyber Risk Modeling

How many attacks? Can incident propagate What is the financial
to loss event? impact?

==Theftof,Operational Information

|7 Incident 1 _:

—

|_—Llncident 2

Incident 3 [\

(o)

k.

et

Count processes with
Bayesian Inference

Powered by Absorbing Markov Chain Models e ququt'cfs . .

Quisidesin bata Stochastic optimization with simulated
Branched Random walks )
Powered by annealing Powered by

Inside-Out & Outside-In Data Business-Risk-Loss Data

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserv2@



Data Science Life Cycle
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Data Collection Measurements Modeling Reporting
) 'a N\ N\ I
N y]j_’]; Exposure metrics @
Outside-in | — fAl::A e . Mitigation 11/ —
Attractiveness umber o ac empts Projects Insights
S Threat | . :>m Threat Actor score DDHD Count Simulation @ Expected Loss i%
L=l Landscape Value at Risk , Executive
! Victim profile LEI WhGAt if ? Critical Reporting
=0 _. L 0oy Loss Event Impact Vulnerabilities
ot Firmographics © | | @7 Attack patterns ' =
. Impact Propagation >m Control Q)
' } o Technlquesaz‘ Network Simulation Effectiveness ) '
. . @ SCOTT Loss Audit and
= Financial P >[| to Loss Events Program ¥ic li
— mapping ol S lat . ompliance
Impact o . APA Imulator Effectiveness
QMEEQ Automated > to Compliance || Attqck path Algorithm
Indicators ] , v Changes over
S I >R Maturity Prob. of exploiting a @ time
Securlty ............... . :.:;::*% technique \_,_‘ . X @ E]
Controls \;@ CVE to Techniqles -~ R
> o Techniques " v : .
ages \ Prob. of reaching a stage in Top Controls site Risk
N e T oZFo Transfer
22 Inside-out =1 ) Vulnerability metrics v attack path Max RR / Max ROI ||| YELT, OEP, AEP
—0 - wl v o o . .
= Inside-Out = ) o )Rg}’ Prob. of reaching the Risk Mitigation Peer
*&i% Digital image of the network technical impact Project Simulator Benchmarking
J J J J

DeNexus Confidential and Proprietary -
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Leveraging data for 3'9 Gen CRQM

Estimating financial loss of a cyber-attack affecting ICS/OT
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Text Analytics in Disclosed Cyber Attacks

Named Entity

Recognition
Web esle—
Scrapping — = : — Enrichment +20k
D mpact Loco
roxt | Knowledge Incidents
Corpus Text Graph and growing
s Lo a4
Similarity S

= [T @ e

- - g - - E@E T
Automating Identification and Maturity of o
Cybersecurity controls

B 4

Inside Data
@E * Inventory Management P up to

Security Posture

. o' & is |" * Vulnerability Management N 4 ?
S \\Vaa 5%
< .
L 2

> ‘gr;’. SVES Coverage

L * Plat i

Links & . Platform Hardening
L ]

dynamic = » o Rlerts * Malware Detection
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Attractiveness to cyber attacks

oniine (7] e @

Reputation Firmographics Victimization

dynamic dynamic

ﬂ Hidden patterns / Attractiveness

9

Victim No Victim

PDEQ=EXUS™ —

93% Train
92% Test

Accuracy

Understand and Quantify Vulnerability Impact

cVE | | WK

vulnerability technique

[@ __exploits ﬁf%‘

@] accomplishes

> mitigates

PDEQ=EXUS™ —

92% ICS
94% ENT

Precision

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserv23
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Text Analytics in Disclosed Cyber Attacks

@% Named Entity
Recognition &
Web [_—_————} Data
Scrapping e — Enrichment +20 k
Date Victim Impact Location ﬁ
g jl . Incidents
Corpus Text Graph and growing
— Slmllorlty ﬁ
) @

G J

Nex

D us Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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Intelligent Monitorization of SEC 8-K

Data collection Processing BERT Modeling Monitoring Insights

Tokenization
8-K - i ,
8-K annotation Embedding I ql_"Fomf]t'C Automatic
download classification -
) — Reporting
and parsin BERT classifier

10-K BERT topic 10-K SME
modeling analysis

Semi-automatic
Reporting

10-K 10-K annotation
download

and parsin

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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Attractiveness to cyber attacks

4 N a ) [ DN\, .
Online E: | o @
Reputation Firmographics Victimization
dynamic dynamic (0 .
L Al Y < ynamic: Q3% Train
Hidden patterns / Attractiveness 0
e patterns / 02% Test
Q Accuracy
/ \
[ Victim } { No Victim 1
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Automating Identification and Maturity of
Cybersecurity controls

¥

Inside Data Security Posture
4 B<\//> Inventory Management N up to
. , ,
.o. AW ﬁ;s%egs @ \s’k Vulnerability Management ™ 4 45%
o
® .
i = = =Use , ' , Coverage
— i
@ Links@  Platform Hardening AN |
N , ,
_dynamic “ » t&lerts/\‘ Malware Detection % ||
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Understand and Quantify Vulnerability Impact

@

CVE | | Arrack
vulnerability technique
@ exploit.s &94 mitigates 92% ICS
accomplishes ==

94% ENT

Precision




With Al, Cyber Risk Mitigation does not have to
be a Guessing Game

Translating Vulnerabilities (CVEs) into Dollars at Risk
True Risk-Based Vulnerability Management

D=Q=XUS
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Thousands of Vulnerabilities in the wild and in OT networks
Growing exponentially

CVE Per Month
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Scoring Mechanisms translated into Heatmaps
not telling the entire story
What to remediate first to reduce dollars at risk?

Distribution of all vulnerabilities by CVSS Scores

CVSS Score Number OF Vulnerabilities Percentage

CVS S (severity) :::

3-4
(likelihood/probability of a-5
E P exploitation in the wild) :':
7-8
K EV (known exploited)
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Limited to No Context
Roles of Devices & Cybersecurity Controls
Business

How much does red 9 cost over orange 7?
If | fix 2 oranges does that equal one red?

How are we sure 3-4 green is not that bad?

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserv82
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Using DeRISK™

* Portfolio, Facility or Zone Level analysis

—

e Context for the business J ."\‘\\\\-“\

T
- TOP 10 vulnerabilities -> $5M Value at Risk =4 d{. $250k‘~

- Address these 10 Vulnerabilities to reduce exposure by 40%

: : TR ' :
- Let your insurer know that you have addressed $20M in : $500k .- AN I $50k :
exposure this year prior to renewal ; "J?l‘- Gl Miﬂ ;

2.5M 150k [ |
E s 150« FIAS
Top 10 Vulnerabilities Contributing to Loss , } ; .
1 - ‘. - e .
) A - ‘

IDs and External Data VaR 96th

Vulnerability ID Device Count Ccvss EPSS Mean Age (days) % Contribution
$977,646 91% $44 358
$977,637 00% $250,280
$963,249 94% $273.91

$844 15

$446,117

$395 564

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserv@83
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Practical, Data-Driven and Business-Oriented Solution to Prioritize CVEs

What could an attacker achieve
by exploiting a vulnerability?

MITRE ATT&CK Tactics,
Techniques, and
Procedures (TTPs)

Common Vulnerabilities
and Exposures (CVEs)

Total 271,773 published CVEs from 1988 to 2024-11-29
75% of CVEs are between 2015 and 2024

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserv8d
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Gen-Al to automate Mapping to MITRE Att&ck

r 2 LLM-based Mapping of CVEs to MITRE Att&ck () .
/
CVE | @ | el

Vulnerability Tactics and Techniques

l

|

|

|

I

|

I

I

B
| : I
| exploits . mitigation
|

I

|

I

I

|

|

|

\

\

J

Internal Telemetry Industry Data

CVE
repository

MITRE
ATT&CK
knowledge
base and

_— o o o oy,

|

|

|

. |
Devices I
|

|

l
IDS telemetry (@) | |
|

-~
\

- o s s e e e e e e e e e e e e s e

(1) Patents Pending. Mapping to MITRE Att&ck for Enterprise and for ICS

(2) DeNexus Technology Partners DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserv8d®
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Loss Reduction Impact Severity, Exploitation, Devices Tail Risk Comparison Vulnerability Descriptions

Expected Loss Before and After Remediation by Vulnerability
Dark Grey: The expected loss reduction of the vulnerability. Green: The new expected loss after remediation. Reference - the original expected loss of the facility with all vulnerabilities.

B Lo
[ |
909.59k

—
£
w
o
=
©
o

(136,329) (123,847) (115,718)
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Annual Rare Scenario Extreme Scenario
Expected Loss 1in 20 years 1in 100 years
(EL, Mean) (VaR 95th Percentile)  (VaR 99th Percentile)

$914,282 $4,955,816 $19,879,869
Ly

Vulnerabilities & Devices

Loss Reduction
The estimated decrease in overall risk when a specific vulnerability is
completely eliminated across all devices in the system.

Vulnerability ID ~ Device Vendor ~ Device Role - Device Networks ~ Device Count - CVSS - EPSS ~ EL$|= EL% -~ VaR95$ ~ VaR95% -~ VaR99% -~ VaR99% ~

CVE-2012-6441 Rockwell PLC - | 1 4.0 0.86 (136,329) -14.9%  (1,110,176) -22.4 (1,910,963) -9.6
CVE-2012-0221 Unknown Master, Slave o B » | 2 4.0 0.77 (123,847)  -13.5%  (1,004,790) =20.3 (1,759,633) -8.9

CVE-2014-3566 Hirschmann (RS20),  Network Switch e 34 097  (115718) -12.7%  (963,124) -19.4 (1,552,198) 7.8
Hirschmann

(Railswitch)

CVE-2019-12258 Hirschmann Network Switch d I -0. (108,274)
(Railswitch)

CVE-2019-12257 Hirschmann Network Switch . . (29,759)
(Railswitch)

CVE-2012-6438 Rockwell
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Text Analytics in Disclosed Cyber Attacks

Named Entity

Recognition
Web esle—
Scrapping — = : — Enrichment +20k
D mpact Loco
roxt | Knowledge Incidents
Corpus Text Graph and growing
s Lo a4
Similarity S

= [T @ e

- - g - - E@E T
Automating Identification and Maturity of o
Cybersecurity controls

B 4

Inside Data
@E * Inventory Management P up to

Security Posture

. o' & is |" * Vulnerability Management N 4 ?
S \\Vaa 5%
< .
L 2

> ‘gr;’. SVES Coverage

L * Plat i

Links & . Platform Hardening
L ]

dynamic = » o Rlerts * Malware Detection
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Attractiveness to cyber attacks

oniine (7] e @

Reputation Firmographics Victimization

dynamic dynamic

ﬂ Hidden patterns / Attractiveness

9

Victim No Victim

PDEQ=EXUS™ —

93% Train
92% Test

Accuracy

Understand and Quantify Vulnerability Impact

cVE | | WK

vulnerability technique

[@ __exploits ﬁf%‘

@] accomplishes

> mitigates

PDEQ=EXUS™ —

92% ICS
94% ENT

Precision

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserv88
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Computing Systems 3" Generation

* Privacy preserving

- Stateless computation of sensitive data
- Enforced de-identification and full encryption

- Verifiable transparency

* Al and high-performance

- Cutting edge GPU and advance networking, to enable complex simulations

- Realtime analytics and large-scale Al model training

50 Million simulations run weekly on every clients’ unit risk

Joined NVIDIA Inception program to keep optimizing models, and computing needs

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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Financial quantification of cyber
risk

Estimating financial loss of a cyber-attack affecting ICS/OT



1t

External Threat
Environment

Background

Low annual revenues

Low frequency of loss
events in this subindustry

Low awareness of
company (low
attractiveness)

Low activity in dark web

D=Z@=XUS " =

Internal Posture
(Secwi’cg Controls)

Cyber Loss \
Estimation \ :
Loss ($) =

Security Controls Estimated Loss
* Mean: 5.7% of Revenue

* 20yr: 21% of Revenue

* 100yr: 140%

Best Mitigations

* 1) DRP/BCP

e 2) Technical improvements &

1 B — 5 | hardening

ID PR DE RS N®

Probability (%)

* Maturity: Basic
* Significant vulnerabilities
— CVSS and EPSS

ORrNWHA

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reservdd.



Case Study 2: Electronics Manufacturing PEOXLS

) i Internal Posture
g § (Secwi’cg Controls)
ooo hinud —
l 2\ Mean
External Threat A Cyber Loss ‘ E,; 20yr 100yr
Environment Estimation i g
Loss ($) =
Background Security Controls Estimated Loss
° Very high frequency of loss = High maturity in IT * Mean: 0.45% of Revenue
events in this vertical : .
. * Medium maturity in OT: * 20yr: 0.46% of Revenue
* High awareness of Risk-based .
company (high * 100yr: 13% of Revenue

attractiveness)

* Moderate activity in dark
Wale)

OrRrNWH

| & f 1 |

ID PR DE RS N®

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reservd@
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AN Internal Posture
(\/I/I_‘ (Secwi’cg Controls)
O

o o | .
External Threat Cyber Loss —_é \
@ clitir o= 7
Loss ($) =

Background Security Controls Estimated Loss
* Very high frequency of loss * High maturity in IT ° Mean: 3% of Revenue

events in this vertical * Low maturity in OT e 20yr: 19% of Revenue
° Low awareness of — Virtually no detection & © oonT eilh eff [evenie

company (low response Best ROI Projects

attractiveness) - 1) DRP/BCP

* 2) Monitoring

* Low activity in dark web

OrRrNWH

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reservd@
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Loss Revenue
Facility Production Annual Expected Contribution Contribution
Name  Industry Sub-Industry Country Capacity Revenue (8) Loss ($) (%) (%)

Mature Electricity Solar us 300 §56,325,680 $36,845 0.6% 20.7%
Solar Gen

Compliant Electricity
Wind Gen

Annual Expected Loss (in Days of Ewvent Contribution Event Revenue Loss
Loss Event Loss (5) Revenue) {%a) Contribution (%)

Risky — Electricity Loss Of $3,815,210 5.1 63.9% 1.4%
Wind Gen Productivity
Risky Gas Electricity CombinedCycle

Downtime 51,406,060 1.9 23.6% 0.5%
Peaker

Extortion $206,295 Initial Access Vector Annual Expected Loss (in Days of Event Event Revenue Loss
(1AV) Loss (S) Revenue) Contribution (%) Contribution (%)

Average  Electricity
Wind Gen Equipment $189,211
Damage Exploitation Of Remote 51,834,123 25 30.7% 0.7%

Forensic s164765 | orvioes

Investigation Remote Services §1,716,350

External Remote §724.,885
Services

Phishing S477,483

Drive-By Compromise 5463,390




Analysis of Alternatives — Comparing Reduction of Risk

=t
QO
=
o
o
c
Q2
e
©
o
=
=
~
-]
o

Risk Mitigation Project - Residual Risk Overview

N.02 - Technical Improvements

N.03 - Mitigate Local Connections

N.04 - Red Team Exercise

N.01 - Awareness and Training

N.05 - Hardening Campaign

N.06 - BCP, CMP and DRP

—800k

—700k

—-600k

—500k
Risk Delta ($)

—400k

—300k

D=Z@=XUS " =

Risk Delta ($)
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Cyber Risk Management

Justification of Cyber

07 Capital Management
Security Investments

Reserving

01

Risk Transfer Prioritization of Risk
Cyber Insurance optimization Risk-based Mitigation - what-if Analysis

Cybersecurity r'

02

Compliance Vulnerabl!lty Management ;4
NIST CSF, SEC S/K, NIS-2 based on Business Impact not Scores

Executive and Board

04 .
Reporting

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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What is the PROBABILITY

that a loss ($$$) of a certain
size or greater will occur in a
yeq r? ‘5'“"9“‘ 511 Sepepds
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Annual loss curve and exposure distribution

% Texas Wind Central Risk Summary 0 Risk Distributions
Annual Loss Exposure xas Wind Centra
® ® ® Annual Loss Exceedance N
$50.1M $12.1M $60.3M 100%
Site Revenue Expected Loss Value at Risk (95th) 80% !
§ Probability of $37.3M Annual Loss
Texas Wind Central 60% 4 i {@ Texas Wind Central 7.2%
Top 3 Loss Evenits 40%-
Loss of Productivity
PROBABLE 0 (-%) 20%
EXPECTED — $8.5M (70%) 0%
T — T v USD
et = TN $0 $20M $40M $60M $76.7M
Downtime
sl e Annual Loss Exposure
e $35M (29%) i Most Probable Loss
Value at Risk (95th) > $4.5M (7%) B Expected Loss
- & value at Risk
PROBABLE 0 (-%)
EXPECTED ; $71.3K (1%)
Value at Risk (95th) 0 (-%)
L} T 1 USD
$40M $60M $76.7M

"There is a % (probability) of observing an annual loss
higher than $ (dollar amount)." ['Q] - )

Source: DeRISK Demo (denexus.io)
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https://staging-us.denexus.io/dashboard
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Al Use Case 3™ Generation
Large Language Model Querying

“Give me the vulnerabilities with $1M loss potential at customer A’s US facilities”

¥

@ <6 months deployment. Show risk reduction, return on investments, and peers'

“Give the best 5 controls with $1M CAPEX budget, $100k yearly expenses, and

comparison. Show the residual Value at Risk, and capital needs considering my
insurance program”
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Cyber Risk Management

Risk-based Cybersecurity & data-driven Risk Management
based on business impact

o)
O\\S\(e Acceptq nce You know which risk and how much liability
: 9(8 Reserving you carry on your balance sheet
A
(\0\\;
O%L la Trqnsfer You know what coverage and how much limit
\&00\, Cyber Insurance you need. And premium to pay
Q°
el
OX\O Mitigqtion You can confidently prioritize risk mitigation
Controls to buy down risks controls & projects and justify your budget
I You can identify where you cou o things
Avoidance dentify where you could do thing

differently to avoid risk

Understanding drivers

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserv82
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THANK YOU
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Cyber Telemetry Mapped to Cyber Insurance

S
D Ihey; ecy,;

Internal Networks Data Network Indicators L_J

—
Internal Cyber Assets Data Cyber Asset Indicators I \ Questions Informed by -
Indicators

Internal Sensors Data Sensor Indicators jgu
Internal Vulnerabilities Data Vulnerability Indicators IDENTIFY - NIST CONTROL

Malware Indicators foud —
Internal Malware Data G o oL I 7 5 0/
Strong Indirect I 0

\

RESPOND - NIST CONTROL I Questions Informed by

I (Direct/ Full |- up to

B

g

#
A

| Q/ Coverage

\
PROTECT - NIST CONTROL § Partial Indirect I

RECOVER- NIST CONTROL L_|
, Future L

Security Controls

User Interface Security Controls

User Interface Firmographics Questlonsllnformed by =
Firmographics

Questions Informed by
Int 1G | Dat
General Internal Data l

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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External Threat
Environment

Cjber Loss

Estimation

Background Security Controls

+ Low frequency of incidents ° Maturity: Basic

in this subindustry * Significant vulnerabilities

Internal Posture
(Security Controls)

* Low attractiveness

D=Q@=XUS"

Probability (%)

Estimated Loss
Mean: 5.7% of Revenue
20yr: 21% of Revenue
100yr: 140%

Best Mitigation Projects

1) Backup & recovery plan

2) Hardening / better controls

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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