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The Challenge
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CISOs and CFOs lack insights to justify and make informed decisions 

about cybersecurity investments and cyber risk priorities

$215 Billion[1]  

annually spent on Cybersecurity

$20 Billion[2]  

annually spent on Cyber Insurance

With no financial analysis of cyber risk priorities or best approach

Industrial environments (OT) have even less information

Sources: [1] Gartner Group for 2024, [2] Munich Re estimates of cyber insurance market for 2025



DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.

Slide Master: DeNexus Dark 2024-09-18

TM

"You can't manage what you don’t 

MEASURE."

— Peter F. Drucker

https://quotefancy.com/peter-f-drucker-quotes


DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.

Slide Master: DeNexus Dark 2024-09-18

TM

Cyber Risk Management
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Risk-based Cybersecurity & data-driven Risk Management 

based on business impact 

Avoidance
Understanding drivers

You can identify where you could do things 

differently to avoid risk 

Acceptance
Reserving

You know which risk and how much liability 

you carry on your balance sheet

Transfer
Cyber Insurance

You know what coverage and how much limit 

you need. And premium to pay

Mitigation
Controls to buy down risks

You can confidently prioritize risk mitigation 

controls & projects and justify your budget 
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Full-stack Cyber Risk Management

for Industrial Enterprises &

Physical Critical Infrastructures

March 2024
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March 2024

Dynamic

Distributed

Defensible

Data-driven

Decision-enabling

5-D Rule for 

Cyber Risk Management
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Cyber-Physical Systems & Industry Verticals

TRANSMISSION

TRANSPORTATION

THERMAL

ENERGY

DATA CENTERS

RENEWABLE

ENERGY

MANUFACTURING



DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.

Slide Master: DeNexus Dark 2024-09-18

TM

Information Security (Infosec) Fundamentals

IT Security

Protecting data & systems

1) Confidentiality

2) Integrity

3) Availability

ICS/OT Security: IT + PHYSICAL

Protecting digital systems that control physical assets

1) Safety

2) Observability (inputs: sensors)

3) Controllability (outputs: actuators)

4) Availability

5) Integrity

6) Confidentiality
Priorities are reversed

Source: Honeywell HCE Cyber
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What is financial quantification of 

cyber risk?

Estimating financial loss of a cyber-attack affecting ICS/OT

9
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What is Quantification of Cyber Risk?

“A method of expressing [cyber] risk exposure from interconnected digital 

environments to the organization in business terms […] using a combination of

‒ Business logic

‒ Mathematical models

‒ Loss event history

‒ Current risk assessment

to produce defensible exposure 

value ranges of a chosen period”
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Not Qualitative BUT Quantitative Analysis.  It’s Cyber Risk in $$$ Values

https://www.gartner.com/en/information-technology/glossary/cyber-risk-quantification 

https://www.gartner.com/en/information-technology/glossary/cyber-risk-quantification
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It’s Cyber Risk in 

Values
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Quantitative Approach to Cyber Risk

HIGHER FIDELITY

• Firmographics: 

Revenue, Industry

• Excel spreadsheets

• Qualitative

1st Generation 2nd Generation 3rd Generation

• Inside telemetry 

• Dynamic

• Includes OT

• AI/ML-driven analysis

- Big data

- High-performance 

algorithms

• Integrate security data 

when/where available

• Opportunistic more than 

systematic

• Mostly IT, often static
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Quantitative Approach to Cyber Risk

(1) CMMI will be released in Q2 ‘24

Number of 

attempts

Probability of 

success

Primary & Secondary 

Loss

Cyber Loss ($) from Operational Technology

Frequency (n) Severity ($)
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Leverage Data for cyber risk management

Deep Web

• Not accessible by search 

engines

• Requires deeper research, 

curation, and preparation

• Privileged, classified, or 

paid information

Dark Web

• Legitimate whistleblowers, WikiLeaks, 

suppressive political regime bypass 

• Criminal activities

• May contain illegally obtained data

• IP Theft, data breach, stolen credentials

Surface Web

• Publicly accessible 

websites

• Search engines

Outside-dataInside-data

Inside-data

• Confidential

• Customer-provided

• Telemetry: data-driven, 

continuous

Surface Web

• Customer-verified external data

• IPs, Domains, Providers

OT-specific

• Level of convergence and integration

• Vendors, service providers, and other third-

parties

• Cyber-physical impacts (disruption, damage, 

HS&E, … Stolen 

Credential

Privileged Users

Supplier Breach

OT Vendor

Threat Intel

Logs & Events

C&C Servers

Internet History

Name 

Matches

Attractiveness Malware

Vulnerabilities
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Data from Internal OT Telemetry
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Level 4
Site IT Networks

Level 2 
Area Supervisory 
Control

Level 1 
Control Network

Level 0 
Field Network

Level 5
Enterprise IT Networks 
and Data Centers

Level 3 and Level 3.5
Site Operations Control 
and ICS-Demilitarized 
Zone (DMZ)

DNS, AV, DC, Historian, Patch 
Remote Access Servers

SIEM SOC
Corporate 

Workstations

Site Production 
Control SystemsCore Switches

Line #1

Line Operator 
/Engineering 
Workstations

Sensors / 
Actuators

Remote Line #2

Line Operator 
/Engineering 
Workstations

PLCs / RTUs

Sensors / 
Actuators

Line 
Switches

Line 
Switches

Supervisory
Workstations

Building 
Controllers / 
NVRs

IoT Devices

Site IT 
Servers

Site IT 
Workstations

Line 
Switches

Security Network

PLCs / DCSs

Firewall

Corporate
 Servers

Wireless 
Devices

Firewall

Firewall Rules

Make, Model, Version

Cyber Asset Inventory

Vulnerabilities, CVEs

Subnets

Network Topology

Communications 

Matrix / Links

(Who talks to who?)

End of Life

Remote Access

Network Anomaly

Communication 
Baseline

Patch Installed

USB Inserted
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3rd generationDKC - Data Available
Outside-in Data

Inside-out Data

Firmographics and Financial Data 

Metadata

Cyber Incidents Data

Updated as of March ‘23

SEC | EDGAR
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Modeling the OT Network and Attacks

Industrial FacilityThreats Impact

Vulnerabilities Security Controls

Attack Path

Number of 

attempts

Probability of 

success

Primary & Secondary 

Loss

Frequency (n) Severity ($)
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Leverage Data for cyber risk management
Modeling the OT Network and Attacks

18

Real Environment Digital Twin - for Simulation

Initial 

Access
Cyber 

Impact

Network Architecture

Vulnerabilities & Technical Debt

Cyber Threat Landscape
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Simplified Model

Cyber Threat Intelligence

• Actors, Malware, TTPs, CVEs, 

EPSS, Skill

• Victimology

• Cyber Incident history

How many attacks?

19

Attack Simulation

• Evaluate effectiveness of

‒ cyber safeguards & 

vulnerabilities, versus

‒ threat landscape

Can incident propagate 

to loss event?

Financial Quantification

• Transform incidents into 

financial losses

‒ Probability & Impact

• Continuously assess risk

What is the financial 

impact?

Internal Posture
(Security Controls)

External Threat 
Environment
(Threat Intel)

Attack vs. Controls 
Simulation

Impact Financial 
Quantification

$

Loss ($) →

Pr
ob

ab
ili

ty
 (

%) Mean

20yr
100yr
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Cyber Risk Modeling

How many attacks?

20

Can incident propagate 

to loss event?

What is the financial 

impact?

Powered by
Inside-Out & Outside-In Data

Count processes with 

Bayesian Inference

Powered by
Outside-in Data

Powered by
Business-Risk-Loss Data

Absorbing Markov Chain Models

Branched Random walks

Graph analytics

Stochastic optimization with simulated 

annealing



DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.

Slide Master: DeNexus Dark 2024-09-18

TM

Outside-in 

Threat 

Landscape

Firmographics

Financial 

Impact

Inside-Out

Security 

Controls

Exposure metrics

Attractiveness

Victim profile

SCOTT 

mapping

Threat Actor score

Automated 

Indicators

CVE to Techniques

Vulnerability metrics

Digital image of the network

NoA

Number of Attack Attempts

LEI

Loss Event Impact

APA 

Attack Path Algorithm

Prob. of exploiting a 

technique

Prob. of reaching a stage in 

attack path

Prob. of reaching the 

technical impact

Executive 

Reporting

Risk

Transfer

Audit and 

Compliance

Data Collection Measurements Modeling Reporting

Attack patterns

to Techniques

to Loss Events

to Compliance

Maturity

S

Count Simulation

Impact Propagation 

Network Simulation

Risk Mitigation 

Project Simulator

Mitigation

Projects

Loss

Simulator

What if ?

Top Controls

Max RR / Max ROI

Insights

Expected Loss

Value at Risk

Critical 

Vulnerabilities

Control 

Effectiveness

Program 

Effectiveness

Changes over 

time

Contribution per 

site

YELT, OEP, AEP

Peer 

Benchmarking

Data Science Life Cycle
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Leveraging data for 3rd Gen CRQM

Estimating financial loss of a cyber-attack affecting ICS/OT

22
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Text Analytics in Disclosed Cyber Attacks

Incident knowledge base with a cyber risk perspective

+20k
 Incidents

and growing

Text

Corpus

Named Entity 

Recognition

Text 

Similarity

Data 

Enrichment

Knowledge 

Graph

Web 

Scrapping
Date LocationVictim Impact
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Intelligent Monitorization of SEC 8-K

CRQ provides immediate guidance to decide what to disclose 

Tokenization

8-K annotation

10-K BERT topic 

modeling
10-K annotation

Data collection BERT ModelingProcessing

Embedding

BERT classifier

8-K automatic 

classification

8-K 

download 

and parsing

10-K 

download 

and parsing

Semi-automatic 

Reporting

Automatic 

Reporting

Monitoring Insights

10-K SME 

analysis
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Online 

Reputation Firmographics Victimization

Attractiveness to cyber attacks

The more significant the attractiveness, the greater the risk of cyber incidents

Hidden patterns / Attractiveness

93% Train

92% Test

Accuracy

No VictimVictim

dynamic dynamic
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Automating Identification and Maturity of 
Cybersecurity controls

Reducing bias and subjectivity in questionnaires for underwriting accuracy

Inventory Management

Vulnerability Management

Malware Detection

Inside Data Security Posture

dynamic

Assets

Links

Alerts

CVEs

Platform Hardening

up to

45%
Coverage

.

.

.
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mitigatesexploits

Understand and Quantify Vulnerability Impact

Mapping Vulnerabilities to MITRE ATT&CK Tactics and Techniques

92% ICS

94% ENT
Precision

accomplishes

vulnerability technique



With AI, Cyber Risk Mitigation does not have to 

be a Guessing Game
Translating Vulnerabilities (CVEs) into Dollars at Risk

True Risk-Based Vulnerability Management 
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Thousands of Vulnerabilities in the wild and in OT networks

Growing exponentially
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Scoring Mechanisms translated into Heatmaps

not telling the entire story

What to remediate first to reduce dollars at risk?

CVSS
EPSS
KEV

(severity)

(likelihood/probability of 

exploitation in the wild)

(known exploited)
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Todays Vulnerability Environment

32

Limited to No Context

Roles of Devices & Cybersecurity Controls

Business
- How much does red 9 cost over orange 7?

- If I fix 2 oranges does that equal one red?

- How are we sure 3-4 green is not that bad?
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Take Control with Value at Risk Simulation

33

Using DeRISK

• Portfolio, Facility or Zone Level analysis

• Context for the business

- TOP 10 vulnerabilities -> $5M Value at Risk

- Address these 10 Vulnerabilities to reduce exposure by 40%

- Let your insurer know that you have addressed $20M in 

exposure this year prior to renewal

$500k

$1.4M

$1.1M

$750k

$50k $50k

$2.5M $150k

$250k

$7.8M
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Practical, Data-Driven and Business-Oriented Solution to Prioritize CVEs

34

Common Vulnerabilities 
and Exposures (CVEs)

MITRE ATT&CK Tactics, 
Techniques, and 

Procedures (TTPs)

What could an attacker achieve 

by exploiting a vulnerability?

Total 271,773 published CVEs from 1988 to 2024-11-29

75% of CVEs are between 2015 and 2024
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Gen-AI to automate Mapping to MITRE Att&ck

35

Internal Telemetry

Devices

IDS telemetry (2)

Industry Data

MITRE 

ATT&CK 

knowledge 

base and

CVE 

repository

LLM-based Mapping of CVEs to MITRE Att&ck (1) 

mitigationexploits

Vulnerability Tactics and Techniques

(1) Patents Pending. Mapping to MITRE Att&ck for Enterprise and for ICS

(2) DeNexus´ Technology Partners
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Expected Loss After Remediation

36
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Vulnerabilities Mapped to Value at Risk

37
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3rd generationComputing Systems 3rd Generation

50 Million simulations run weekly on every clients’ unit risk

Joined NVIDIA Inception program to keep optimizing models, and computing needs

• Privacy preserving

- Stateless computation of sensitive data

- Enforced de-identification and full encryption

- Verifiable transparency

• AI and high-performance

- Cutting edge GPU and advance networking, to enable complex simulations

- Realtime analytics and large-scale AI model training
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Financial quantification of cyber 

risk

Estimating financial loss of a cyber-attack affecting ICS/OT

40
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Case Study 1: Wind Renewables

Background

• Low annual revenues

• Low frequency of loss 
events in this subindustry

• Low awareness of 
company (low 
attractiveness)

• Low activity in dark web

41

Security Controls

• Maturity: Basic

• Significant vulnerabilities

‒ CVSS and EPSS

Estimated Loss

• Mean: 5.7% of Revenue

• 20yr: 21% of Revenue

• 100yr: 140%

Best Mitigations

• 1) DRP/BCP

• 2) Technical improvements & 
hardening

Internal Posture
(Security Controls)

External Threat 
Environment

Cyber Loss 
Estimation

Loss ($) →

Pr
ob

ab
ili

ty
 (

%) Mean

20yr
100yr

0
1
2
3
4

ID PR DE RS RC
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Case Study 2: Electronics Manufacturing

Background

• Very high frequency of loss 
events in this vertical

• High awareness of 
company (high 
attractiveness)

• Moderate activity in dark 
web

42

Security Controls

• High maturity in IT

• Medium maturity in OT: 

Risk-based

Estimated Loss

• Mean: 0.45% of Revenue

• 20yr: 0.46% of Revenue

• 100yr: 13% of Revenue

Internal Posture
(Security Controls)

External Threat 
Environment

Cyber Loss 
Estimation

Loss ($) →

Pr
ob

ab
ili

ty
 (

%) Mean

20yr
100yr

0
1
2
3
4

ID PR DE RS RC
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Case Study 3: Critical Manufacturing

Background

• Very high frequency of loss 

events in this vertical

• Low awareness of 

company (low 

attractiveness)

• Low activity in dark web

43

Security Controls

• High maturity in IT

• Low maturity in OT

‒ Virtually no detection & 

response

Estimated Loss

• Mean: 3% of Revenue

• 20yr: 19% of Revenue

• 100yr: 31% of Revenue

Best ROI Projects

• 1) DRP/BCP

• 2) Monitoring

Internal Posture
(Security Controls)

External Threat 
Environment

Cyber Loss 
Estimation

Loss ($) →

Pr
ob

ab
ili

ty
 (

%) Mean

20yr
100yr

0
1
2
3
4

ID PR DE RS RC
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Output Samples: Expected Losses  

by Facility

by Type of Loss

by Attack Vector
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Analysis of Alternatives – Comparing Reduction of Risk 

Case Study: Risk Mitigation Projects
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Cyber Risk Management

Risk-based 

Cybersecurity

01

02

03

04

Compliance
NIST CSF, SEC S/K, NIS-2

05

06
Risk Transfer
Cyber Insurance optimization

07
Capital Management
Reserving

Justification of Cyber 

Security Investments 

Prioritization of Risk 

Mitigation - What-if Analysis

Vulnerability Management
 based on Business Impact not Scores

Executive and Board 

Reporting
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What is the PROBABILITY 

that a loss ($$$) of a certain 

size or greater will occur in a 

year?
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Annual loss curve and exposure distribution

"There is a % (probability) of observing an annual loss 

higher than $ (dollar amount)."

Source: DeRISK Demo (denexus.io)

https://staging-us.denexus.io/dashboard
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AI Use Case 3rd Generation

E2E encrypted access to Cyber Insights made easy

Large Language Model Querying

“Give me the vulnerabilities with $1M loss potential at customer A’s US facilities”

“Give the best 5 controls with $1M CAPEX budget, $100k yearly expenses, and 
<6 months deployment. Show risk reduction, return on investments, and peers' 
comparison. Show the residual Value at Risk, and capital needs considering my 
insurance program”
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Cyber Risk Management

52

Risk-based Cybersecurity & data-driven Risk Management 

based on business impact 

Avoidance
Understanding drivers

You can identify where you could do things 

differently to avoid risk 

Acceptance
Reserving

You know which risk and how much liability 

you carry on your balance sheet

Transfer
Cyber Insurance

You know what coverage and how much limit 

you need. And premium to pay

Mitigation
Controls to buy down risks

You can confidently prioritize risk mitigation 

controls & projects and justify your budget 
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Cyber Telemetry Mapped to Cyber Insurance

up to

75%
Coverage
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Case Study: Energy - Wind Renewables

Background

• Low frequency of incidents 

in this subindustry

• Low attractiveness

Security Controls

• Maturity: Basic

• Significant vulnerabilities

Estimated Loss

▪ Mean: 5.7% of Revenue

▪ 20yr: 21% of Revenue

▪ 100yr: 140%

Best Mitigation Projects

1) Backup & recovery plan

2) Hardening / better controls

Internal Posture
(Security Controls)

External Threat 
Environment

Cyber Loss 
Estimation

Loss ($) →

Pr
ob

ab
ili

ty
 (

%) Mean

20yr
100yr

0

1

2

3

4

ID PR DE RS RC

NIST Controls
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