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CYBERTHREAT LIVE MAP

MAP STATISTICS DATA SOURCES BUZZ WIDGET

Source: https://cybermap.kaspersky.com/




‘Wannacry’ ransomware attack
Worldwide attack in mid May crippled up to 300,000 computers in 150 countries
» Location of computers attacked : Recorded by security blog
_bythe ‘WannaCry’ ransomware®* - = et MalwareTech
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*Malicious software m Attack started on May 12 ® The virus used a security” &
(malware) that encrypts files & .~ flaw in Microsoft’s Windows XP
on an infected computer : ® Attackers demanded payment operating system
and demands payment to of $300 in virtual currency = _ .
(e Bitcoin Hackers exploited NSA** software
LleCKANEI I _ _ . leaked earlier this year
Sources : Intel.malwaretech.com/US Homeland Security/Europol/* *National Security Agency © AFP

Source: https://hack2interesting.com/wannacry-ransomware/
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CISOs and CFOs need quantitative insights to
justify and prioritize cybersecurity investments

$215 Billion.

annual spend on Cybersecurity

$20 Billion.

Annual spend on Cyber Insurance

Sources: [1] Gartner Group for 2024, [2] Munich Re estimates of cyber insurance market for 2025
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"You can't manage what you don’t

MEASURE."


https://quotefancy.com/peter-f-drucker-quotes
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Cyber Risk Quantification & Management Platform

DeRISK™ is the only
evidence-based, data-driven
platform that translates OT
cyber risk exposures and
vulnerabilities into business
metrics such as the financial
impact of potential cyber
events.

Products: DeRISK Cyber Risk Quantification and Management (denexus.io)
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Risk Distributions

Annual Loss Exceedance
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Gartner, “A method of expressing [cyber] risk exposure from interconnected digital
environments to the organization in business terms [...] using a combination of

= Business logic
— Gartner Infermation Technology Ingights Expert Guidance  Tools  Conmect with Peers

» Mathematical models

ation Technology Glo ¥ C Cyber-Risk Quantification

CVber-Rlsk Quantlflcatlon

" | oss event history

" Current risk assessment

Cyber-risk quantification is a method for expressing risk exposure from interconnected digital
environments to the organization in business terms. Risk exposure can be expressed in currency,

market share, customer and beneficiary engagement and disruption in prod r services over a

To produce defensible exposure
value ranges of a chosen period

chosen period. Defensible exposure value ranges are deter mined using a combination of business

logic, mathematical models, loss event history and current risk assessment.

It’s Cyber Risk in $$$ Values.

Source: https://www.gartner.com/en/information-technolo lossary/cyber-risk-quantification
P / 9 fen/ gy/g y/ y 9 DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.


https://www.gartner.com/en/information-technology/glossary/cyber-risk-quantification
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What is the PROBABILITY

that a loss ($$$) of a certain
size or greater will occur in a e ——
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Annual loss curve and exposure distribution

% Texas Wind Central Risk Summary X Risk Distributions
Annual Loss Exposure exas Wind Centra
® @ ® Annual Loss Exceedance N
$50.1M $121M $60.3M 100%-
Site Revenue Expected Loss Value at Risk (95th) 80%
Texas Wind C i Probability of $37.3M Annual Loss
e ki 60% @ Texas Wind Central 7.2%
Top 3 Loss Events 40% -
Loss of Productivity
PROBABLE 0 (-%) 20%
EXPECTED —_— $8.5M (70%) 0%
T L T T 1 USD
Value at fisk (95th) —— $371M (62%) $0 $20M $40M $60M $767M
Downtime
e 0(%) Annual Loss Exposure
EXPECTED e $35M (29%) B Most Probable Loss
Value at Risk (95th) = $4.5M (7%) B Expected Loss
= & value at Risk
Extortion
PROBABLE 0 (-%)
EXPECTED : $71.3K (1%)
Value at Risk (95th) 0 (-%)
T USD
"There is a % (probability) of observing an annual loss $40M $60M $76.7M
. m
higher than $ (dollar amount)." 00 |
Source: DeRISK Demo (denexus.io)

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.


https://staging-us.denexus.io/dashboard
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Analyzing Complex Datasets

Inside-Out data Outside-In data
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_ _ _”.;Jhsi,der’ ), s Dark Web
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g

Updated as of March 2024
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DeRISK™ | Business Logic

L] L] L]
_— _—
Threats Industrial Facility 2 Impact

Attack Path

Vulnerabilities Security Controls

Annual Cyber Loss ($)

[ Frequency (n) %  Severity ($) )

/ Number of % Probability of \ % /Primary & Secondqry\
attempts success Loss

Leveraging standards and frameworks

MITRE ATT&CK Enterprise & ICS, proprietary version of FAIR Taxonomy
Supporting NIST CSF, ISO 27001, and proprietary DNX CSF

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.



INPUT

Raw data

DeRISK Al engine

Number of Attack Attempts
Attack Path Simulator
Loss Event Simulator

Risk Mitigation System

=
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OUTPUT

Business Analysis

Online Application

élmw e S

Portfolio Risk Summary © Risky Gas Peaker
Risk Summary
o Annual Loss Exposure
$271.5M $6.3M  $24M $376M  $857.7K
(@ Dashboard . 3
= Risky Gat Pesker
wdts  Risky Gas Peaker vs Portiol o
) seam
s857. s
o
:::::
L san %

Annual Expected Loss (in Days of Event Contribution
Loss Event Loss ($) Revenue)

Event
{1AV) Loss (§) Revenue) Contribution (%)
Exploitation Of Remote $1,834,123 25

Initial Access Vector  Annual Expected Loss (in Days of

30.7%

$1,716,350 23

§724 885 1.0

Phishing

Drive-By Compromise

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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DeRISK™ | Data Science Life Cycle

Data Collection Measurements Modeling Reporting
\ N aYe 2
............ vtﬁl, Exposure metrics P
=@l Outside-in | NoA Mitigation 1| I—
"""" 3B Attractiveness Number of Attack Attempts Projects Insights
Threat .,.;::‘:I'f_':'.‘.': ....... );m Threat Actor score Ed]] Count Simulation @ Expected 'TOSS ﬁ%
£ Landscape ) . Value at Risk , Executive
'—Tﬁ Victim profile LEI WhGAt if ? Critical Reporting

Loss Event Impact Vulnerabilities

Dy
&, Attack patterns

,:E% Firmographics

N é@é Impact Propagation >m& Control 55.
. Network Simulation Effectiveness _
. . @ SCOTT Loss Audit and
Q Financial mapping )%[' to Loss Events . . Program " Compliance
Impact ¥ ) (@ lig APA S|ml{|0t0r Effectiveness
" @ Automated 4 fo-ompliance 1~ Attack Path Algorithm Changes over
Indicators e : T, v
. - AT T 2R Maturity , Prob. of exploiting a :@ time ﬂfu
>® CVE to Techniques . Y site Risk
e \% Prob. of reaching a stage in Top Controls : Sf
' - L > Transfer
Cﬁ Inside-out | ) Vulnerability metrics = H attack path Max RR / Max ROl ||| YELT, OEP, AEP
=2 Inside-Ou L., Pr >H Prob. of reaching the Risk Mitigation Peer
w1z Digital image of the network technical impact Project Simulator Benchmarking
J |\ J U J U J/
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Internal Posture
(Security Controls)

J

External Threat
Environment

Cjber Loss

Probability (%)

Estimation

Estimated Loss

Mean: 5.7% of Revenue

Background Security Controls
* Low frequency of incidents ° Maturity: Basic 20yr: 21% of Revenue
in this subindustry * Significant vulnerabilities 100yr: 140%

* Low attractiveness

N \ (ST Controls| Best Mitigation Projects

1) Backup & recovery plan

ID PR DE RS RC

ORFR, N WP

2) Hardening / better controls

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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Use Cases

Justification of Cyber

07 Capital Management
Security Investments

Reserving

01

Risk Transfer . Pr.I(?rltIZ.CItlon of Risk
06 Cyber Insurance optimization RlSk- bqsed Mltlgatlon - What-if Analysis

| . |
| Cybersecurity n

02

Compliance Vulnerabl!lty Management .
NIST CSF. SEC S/K. NIS-2 based on Business Impact not Scores

Executive and Board

04 .
Reporting

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.



Cybersecurity Incident Compendium
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An enriched knowledge base on industrial incidents with a cyber risk focus

o databricks Q) Search data, nobebooks, recents, snd mone..

-
. . Dt Soisoes
DKC Industrial Incidents
:: _— —_— S OF Cybar incicents
I @ X U This dashboard shows information about Industrial cyber incidents retrigwed from several public databases about OT cybsr incidents
— — . X .
Elaborafion: DIC Benchmark Team. Last uodate: Feb 28 2024 fe (3
General Cyber Incadents
INDUSTRY DATE | :.
Explore Cyber Incidents across all Data Sources .
Select ore o mode DATA SOURCES SO U R‘ E beer ome INDUSTRIAL VERTICAL Pick a TIME period Last UPDATE
ROTE: The same incident can be found in multiple data sources OTE: Same incident can target mone tham o wertica Salect one year peniod Last date of data extraction from the ariginal sites
EUROREPCE X HESTRIVE X KOMBRIDFAING X TESAFE X JISSM X g 2023-01 = H0248-02 4 soairce databace Totaks
CISSM
Cyber Inchdents by YEAR and DATA SOURCE Cyber Incidents by MONTH and DATA SOURCE EURDREPOLC
Totla rumber of cyber incidents in sach source mumber of incidents in the selected data source per year. NOTE 19 indicates and "Sefore 20007, 18 indicates unimown). Remembier that data sources have different scopes and update frequencies —
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5
=
8
656 =
L2 — —_— e —— ——
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Cyber Inchdents Details -
Use logywords to filter the list of cyber incidents I




Why?
Cyber Incidents Databases

Websites on the open Internet are the main sources of cyber
incident data.

European __
. -’ INDUSTRIAL CONTROL SYSTEW
Repository of .- Ics STR|VE
C y t} e r | ﬂ C- ici e nt S . COVERING SECURITY, THREATS, REGULATIONS, INCIDENTS, VULNERABILITIES WITH EXPERTS

HACKMAGEDDON ) Incident Hub

MILS

Imndustrial Cybersecurity Incidents Database

SEC |EDGAR

MBriefing

"= CISSM CYBER ATTACKS DATABASE and more

PD=Q=XUS "

All of them publicly available sources, free of
charge, without any restrictions or required
credentials.

Lack of consistency

Partial view

Unstructured data

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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Cybersecurity Incident Compendium

What?

UPDATED STRUCTURED DATA on discloseo

cyber Incidents

Enriched KNOWLEDGE BASE on attack and victims

Leveraging DATA ANALYTICS Tools + ML + Al

DYNAMIC REPOSITORY for data analysis and knowledge sharing

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.



CIC Data Science Life Cycle

How?

STEP 1
Data Collection

OUTPUT 1
Database
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OUTPUT 2

Dashboard

OUTPUT 3
Use Cases

Data is collected weekly from
public sources. Site-specific
Python scripts are used to
scrape the list of incidents.

Mixed-methods approach
(automatic and manual) for (1)
initial sanity check on the new
collected data (2) consistently
categorize the targeted country,
targeted industry, type of event.

Using 3rd party databases and
vendor-specific scripts,
information on firmographics
and on-line visibility of the
organization are collected.

All coded cyber incidents data
are saved in the CIIC data
repositories.

An interactive dashboard to
querythe database that is
refreshed daily.

Use data to identify relevant
cyber incidents for peers and
supply chain, identify trends,

build scenarios, etc.

N

<

% Updating

Community contribution

<

J

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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CIC & ML/AI

Analytics in Disclosed Cyber Attacks

@% Named Entity
= L[] L[]
Recognition &

Web [_—_————] Data

—— E— —
Scrapping = Enrichment
Date Victim ImpactLocation

1 : +20k
% Knowledge
Sl Text Sraph Incidents

= Similarity ‘&

— AALMALI and growing

NER to Descriptions and News

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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CIC & ML/AI

Attractiveness to cyber attacks

4 N = )
Online ’;\:‘J 7 @»

Reputation Firmographics Victimization
\_ dynamic) \ AN dynamic,
: }
|
eﬁlﬁ Hidden patterns / Attractiveness
| :
@ 93% Train
e O2% Test
[ Victim } [ No Victim }

'he more significant the attractiveness, the greater the risk of cyber incidents

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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Cybersecurity Incident Compendium

#UAXMakers

How do cyber threats EVOLVE by region, sector and type?

EXPECTED ATTACKS next month/year by region, sector?

What makes a company more ATTRACTIVE to attackers?

Who is exploited, what are the IMPACTS? How many CLAIMS?

and more

DeNexus Confidential and Proprietary - ©2025 by DeNexus, Inc. All rights reserved.
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