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Turning Data into Knowledge
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Overcoming Knowledge Siloes and Analyzing Complex Datasets
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The only evidence-baseddata and self-adaptive cyber risk quantification
model for industrial environments.
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Jose M. Seara, CEO

We Are 
DeNexus
Build the global standard of industrial cyber risk 
quantification for agencies, shareholders, investors, 
boards and risk transfer market
þ

Funded

2019
Pre-A 

$9m +30
Employees
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posture and can prioritize risk reduction and 
mitigation actions based on actionable financial 
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Why OT Data is Different?

7

ModBus, BacNet, OPC

Are we able to quantify

risk reduction due to 

cybersecurity 

investments? 

OEMs different and 
interchangable

Á Fleets of Asset are Aggregates can 
now be seen with OT-DPI

Á Knowing the segmentation 
strategies allows for risk 
quantification

Á Impact difference
Á Industry ςO&G vs. Electric Utility
Á Sub Industry - Offshore 

WindTurbines vs. Combined Cycle 
Plant

Á Geographic, Public vs. Private, Small 
vs. Large Revenue

PORTFOLIO 
ACCUMULATION

BOTTOM-UP FIT-FOR-PURPOSE

Á 20 years install base 
Á Large capital
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One Client in US >60 Sites
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Inside-Out and Outside-in Risk Visibility, RT Quantification, 24x7 Management
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Organization -public- information: 
location, industry and sub-industry, 
revenue, size, age
Attractiveness

Firmographics
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Sensors inside the OT network collect 
information about the existing assets, 
software/firmware, configuration, 
control systems in place.

Are we able to quantify

risk reduction due to 

cybersecurity 

investments? 

OEMs different and 
interchangable

Built for Purpose: OT Inside Out Data
2nd Generation Risk Modeling Requires Continuous OT Data from Inside Process Networks

INDUSTRIAL CRQM FIT-FOR-PURPOSE

DeNexusKnowledge Center

Inside Data

Threat intelligence and contextual 
information from public and private 
and proprietary data sources. 

Outside Data
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The Enterprise Risk Quantification: putting data in context
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DeNexusModeling System ςUnique Approach

Number of Attempts
- NoA-

Loss  Event Impact
- LEI -

Attack Path Algorithm
- APA -

Powered by
Inside-Out & Outside-In Data

Powered by
Outside-in Data

Powered by
Business-Risk-Loss Data

Powered by
Business-Risk-Loss Data

Mitigation Recommendations
- MRS -

How many attempts
in a year?       

How  an incident can propagate 
and cause

a loss event?

What is the
financial impact ($)? 

How to Mitigate?
Control-based, Project-based 
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Attractiveness,                  

Attack Surface

Impacts & Losses

Vulnerabilities 

Mitigations
Controls & Projects       

Capex, Opex, 
Implementation time

Outside-in Data

Inside-out Data

Firmographics and Financial Data 

Metadata

Cyber Incidents Data

Cybersecurity Controls

NoA
Number of Attempts

LEI
Loss  Event Impact

Unit, Portfolio

APA
Attack Path Algorithm

Unit, Portfolio

MRS
Cyber Risk Mitigation 
Recommendations

SCOTT
Security Controls for OT

ÅExecutive Dashboard
ÅPortfolio Builder
ÅRisk Assessment
ÅRisk Analysis
ÅIndicators . Control, Risk, Performance
ÅCompliance Overview
ÅMitigation Recommendations
ÅWhat If Scenarios
ÅReports

DeNexus Knowledge Center Cyber Risk Quantification  & 
Management

Benchmark of Incidents 
(Incident database,          

Clients Assessments,   
Synthetic Profiles)

Threat Actors

Cyber incidents
Tactics, Techniques

Region, Industry vertical, 
Ownership, #employees, 

Supply Chain

Data feedback-loop
DeRISK-> DKC

¦ǇŘŀǘŜŘ ŀǎ ƻŦ CŜōΦ Ψно
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DeRISK ïValidation and Calibration
Benchmark of incidents ïContinuous effort ïDedicated team

Synthetic 
Profiles
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Clients 
Assessments 

3

Incident-based

4

V5 Benchmark 

Statistical Quality

Sensitivity Analysis

Business Quality

Convergency of 
numerical methods

Robustness of the results

Tail stability

The loss distribution is 
obtained with a sequential 
sampling problem:

Variability of quantiles Robustness to changes in 
º|X  «°ÄºŻ´ TXZ « º ­«

Contribution per input

Hundreds of inputs used

Benchmark of cases to analyze and validate, make sense, 
each piece of the system with SMEs

Comparison of 
distributions

o Quantified $ losses within realistic range

o Results realistic to ICS/OT systems and industriesSuite of tests
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Unlocking the value in data
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Costly Unanswered Questions

How do we price and assess 

cyber risk premiums? 

Project builder 
What-if?

Mitigation 
Strategies

Single-Risk 
Assessment

Portfolio-Risk 
Accumulation
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Takeaways
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DeRISK ς2nd Generation Cyber Risk Modeling

Inside-Out data contextualized with underlying Industrial Process & Business data

Á We need CRQM

Á NAT CAT models not for CYBER CAT

Á Reliable models

Á 1st generation failed

Á Data is the foundation
Inside-Out & Outside-In evidence-based data

Á Data in context
Underlying Industrial Process & Business data

Á Data-driven decisions

Continuous  risk evaluation  in financial terms

Efficient ROI-based  risk mitigation

Determination of  risk to be transferred

Á Bottom-up accumulation

Á Trusted Ecosystem

Encrypted Data

Safe Insights
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DeNexusKnowledge Center

Trusted Ecosystem
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Will you suffer a data breach?

When will the next phishing email arrive?

When will a cyberattack on my organization happen?

?

What is Cyber Risk?

Wǳǎǘ ŀƴƻǘƘŜǊ ŜƴǘŜǊǇǊƛǎŜ ƭŜǾŜƭ ǊƛǎƪΧ
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1.Gartner - Predicts 2020: Security and Risk Management Programs

2.FORTINET - 2020 State of Operational Technology and Cybersecurity Report

3.Purplesec.- 2021 Ransomware Statistics, Data, & Trends

ƻŦ /9hΩǎ couldbe 
personally liable by 2024

500%
Growth in  Ransomware 
in 2020 targeting ICS/OT

$20 Billion
In estimated costs due to 

Ransomware in 2020

75% 58%
of US organizations do 

not have Cyber Risk 
coverage 

66.9%
Average Loss Ratio in 2020

96%
Pricing increase year/over/year in Q3 2021

40% increase compared to Q2 2021

The Industrial Enterprise The (re)insurers

1.Insurance Insider February 11, 2021

2.NAIC-s 2020 Cyber Insurance Report

3.Marsh Cyber Insurance Market Overview: Q4 2021

Two Stakeholders. One Challenge
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Cybersecurity stakeholders are vulnerable, insurancefirmsare exposed and blind 
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What is our risk-reduction ROI on cybersecurity 
investments?(tools + talent + training)

Are we spending our security ǘŜŀƳΩǎ ǘƛƳŜ ŀƴŘ 
resources optimally?

Are we overspendingon duplicate defenses 
ǿƘŜǊŜ ȅƻǳǊ Ǌƛǎƪ Ƨǳǎǘ ŘƻŜǎƴΩǘ ƧǳǎǘƛŦȅ ǘƘŜ ǇǊƛŎŜΚ

Industrial Enterprise
Insurance /
(Re)insurance

Are we doing a proper risk selection?

Are we allocating the right amount of capital 
to cover future claims/losses?

Are our accumulation assessments and 
catastrophic scenario analysis, correct?

Quantify, Manage, and Solve Cyber Risk

Unanswered Questions
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What is the Point?
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Qualitative information is not sufficient for efficient Risk Management

Confidential & Proprietary. Copyright © by DeNexus, Inc.

Á Impacted by both internaland external factors

Á Highly dynamicςFluid risk drivers

Á Impacted by humanbehavior, intentional or not

Á That could result on systemicrisk insurable? ... or even systematic risk uninsurable ? 
under certain circumstances

Á Poorly understood ςInsufficient empirical data

There is no full risk picture without data and science

Quantifying Cyber Risk and Uncertainty with Rigorous 
Analytics Methodologies
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OT focused, Inside-Out & Outside-In
Cyber Risk Quantification SaaS platform

Evidence-based, Real-time, Data-driven, Self-adaptive, Automatic

Value
Cyber Risk

Transfer
Risk

Build Risk 
Transfer Capacity

The Solution - 2nd Generation Cyber Risk Modeling

ROI-based
Security

Manage Risk 
Exposure 

20

DeRISK
Platform
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Modeling of Catastrophic Cyber Events 

in Industrial Environments. 

Impact on Portfolio Risk Accumulation



Why Do We Need Cyber
Catastrophe Models?



Confidential & Proprietary. Copyright © by DeNexus, Inc.

[Nat] CAT: definition

Catastrophes are infrequent events that cause severe loss, injury or 
property damage to a large population of exposures. While the term is 
most often associated with natural events (e.g. earthquakes, floods or 

hurricanes), it can also be used when there is concentrated or 
widespread damage from man-made disasters (e.g. fires, explosion, 

pollution, terrorism or nuclear fallout)

Path of hurricane Andrew, Aug 1992, colours represent wind speeds

16 Aug

26 Aug

65 people were killed
Damage total exceeded $26 billion
Insurance claims totalled $15.5 billion

Before Andrew, people thought the worst case scenario was about 
$7 billion (Karen Clarke)

Andrew was responsible for the failure of at least 16 insurers between 1992 
and 1993 (Insurance Information Institute)
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[Nat] CAT: challenges

Catastrophes are infrequent events that cause severe loss, injury or 
property damage to a large population of exposures. While the term is 
most often associated with natural events (e.g. earthquakes, floods or 

hurricanes), it can also be used when there is concentrated or 
widespread damage from man-made disasters (e.g. fires, explosion, 

pollution, terrorism or nuclear fallout)
16 Aug

26 Aug

LOW FREQUENCY 
EVENTS

SCARCEHISTORICAL
DATA

[SPATIAL]
CORRELATION

RELIABLE MODELS

Path of hurricane Andrew, Aug 1992, colours represent wind speeds
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Path of hurricane Andrew, Aug 1992, colours represent wind speeds

16 Aug

26 Aug

Cyber CAT: even more challenging

EVENT
SET

SOURCES OF 
CORRELATION

MANY MANIFESTATIONS OF 
LOSS

1st GENERATION FAILED

Operableutility-scale generating units as of August 2022


