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Turning Data into Knowledge
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Overcoming Knowledge Siloes and Analyzing Complex Datasets
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The onlyevidencebaseddata and seHadaptive cyber risk quantification

model forindustrial environments.

. Texas Wind Central Cyber Risk Summary LAST UPDATE
04.17.2022

$0 $255k $797k

t Probable Expected Value at Risk (VaR)
Loss 95th Percentile

(? N ( ,? \

Site vs Peers

$95k (37%)
$328k (41%)

Completion to Final Target

ID.AM —— 89 %
ID.BE — 70 %

ID.GV w 53%

ID.RA — Q0%
ID.RM » 25%

ID.SC = 40%

. AND ACC. CONTROL PR.AC m—— 70%
AND TRAINING PR.AT — 75 %
PR.DS —— 100 %
FO. PROTECT. PROCESSES & PROCED. PR.IP w— 80%

Mitigation Recommendations

Fastest Max ROI Max NPV
-53% ($135.6k) ($215.5k) -27%
% of Expected Value at Risk (VaR) % of
Total Loss 95th Percentile Total
) @)

Capex $47.3k  Opex $46.2k Implementation 7 months, 1 week

ANNUAL RISK
MATURITY 0 1 2 3 4 REDUCTION ($) ROI (%)
DE.CM-7 (2) $34.5k 179%
PR.IP-1 (2) $25.3k 486%
PR.PT-4 (2) $22k 296%
) $10.8k 280%
RS.IM-2 (2) $8.5k 385%

Mitigation Strategies

<« Expected Loss per Strategy

0.8

Pre Mitigation
Fastest

MAX ROI

Max NPV

0.6

0.4

0.2

¢« VaR per Strategy

200 400 600 800 1000 1200

® Show Risk Tolerance
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Build the global standard of industrial cyber risk

guantification for agencies, shareholders, investors,
boards and risk transfer market
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Why OT Data Is Different?

ModBus BacNet OPC

A 20 years install base
A Large capital

A Fleets of Asset are Aggregates can
now be seen with ODPI

A Knowing the segmentation
strategies allows for risk
guantification

> > I

Impact difference

Industry¢ O&G vs. Electric Utility
Sub Industry Offshore

Wind Turbines vs. Combined Cycle
Plant

Geographic, Public vs. Private, Small
vs. Large Revenue

J

-l FFORPURPO.

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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One Client In US >60 Sites

InsideOut and Outsiden Risk Visibility, RT Quantification, 24x7 Management

— — Asset Owner
D—®—XUS /| CLIENT
A
|
&
ﬁ CfgMgmt MSSP Portal
=

ASset Owner MSSP MSSP MSSP

Data Center Cloud Portal SOC
A A

v \ 4
SIEM AV/EDR
SIEM Endpoint Vulnerability
Telemetry Protection Management

Confidential & Proprietary. Copyright © by DeNexus, Inc
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Built for Purpose: OT Inside Out Data

2nd Generation Risk Modeling Requires Continuous OT Data from Inside Process Networks

-

Inside Data

giis

Information about the existing assets,
software/firmware, configuration,
control systems in place.

\_

Sensors inside the OT network collect

~N

v

-

Outside Data

(g p—

Threat intelligence and contextual
iInformation from public and private
and proprietary data sources.

~N

v

NDUS 'RIAL C R

Firmographics
1
Organization-public- information:
location, industry and subndustry,
revenue, size, age
Attractiveness

FIFFORPURPOSE

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Risk Quantification: putting data Iin context
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DeNexudvodeling Systent Unigue Approach

Number of Attempts

- NOA -

Initial Access
9 techniques

Drive-by
Compromise

Exploit Public-
Facing
Application

External Remote
Services

Hardware
Additions

Phishing

Replication

Through
Removable
Media

Supply Chain
Compromise

Trusted
Relationship

Valid
Accounts _

Initial Access

12 techniques

Compromise

Exploit Public-

Facing Application

Exploitation of
Remote Services

External Remote
Services

Internet Accessible

Device

Remote Services
Replication
Through
Removable Media

Rogue Master

Spearphishing
Attachment

Transient C
Asset

Wireless
Compromise

low many attempts
In a year?

CYBER THREAT
ACTORS

Deploy malicious tools

to reach their targets

CRITICAL INFRASTRUCTURE

Attack Path Algorithm
- APA-

Loss Event Impact
-LEF

Mitigation Recommendations
- MRS-

s

How an incident can propagaWte
and cause
a loss event?

Persistence Privilege Escalation  Defense Evasion Credential Access Discavery Lateral Movement Execution Collection Exfiltration

Binary Padding

ote Services
Creets e - n Through
DLL Search Order Hija
Dyiit H

CYBER THREAT

ACTORS CYBERSECURITY

EDITABLE STROKE

Level 4/5:

DA EEEO e

(=2

T QO a |
S
WEBY BEBN BEM

Level 0
Process

A\ 4

What Is the
financial impac($)?

Mitre Impact
mmm |nhibit System Recovery
I Disk Wipe
Il Endpoint Denial of Service
Il Network Denial of Service
Il service Stop
- Data Destruction
- Data Manipulation

Il Fimware Corruption
. System Shutdown/Reboot

- Defacement

[l Data Encrypted for Impact
. Account Access Removal

Il Resource Hijacking

I:J Denial of View
D Damage to Property
|:J Denial of Control
D Loss of Control
l:l Loss of Protection

I:I Loss of Productivity and Revenue
I:] Manipulation of Control

D Loss of Safety
D Manipulation of View

\:I Loss of Availability

3 Loss of View
1 Theft of Operational Information

CRITICAL INFRASTRUCTURE

Primary Loss

- | Downtime

Loss of Productivity

i

| Equipment Damage.

Y
Extortion

":H Human damage

-i—i IP Theft

Secondary Loss

I Environmental Penalty

. Regulatory Penalty

- Legal and PR Services

Downtime (seo)

Reputational Loss
mmm Equipment Damage (seo)
Investigation and Response
= Extortion Payout

= Compensation per person
I Confidentiality Breach

CYBERSECURITY

ow to Mitigate?

Controlbased, Projecbased

PRACOZ

PRACO4 [PRDS05 |PRDS02  [PRIP-OT ID.AM-05
oraros |PRIPO4 [PRIP-07 PRIP-03 IDBEQ1 [ID.BE-03 ID.RA-02

PR D.RA-03[(1D.5C-03[ID.5C-04
PRDS-04 |PRIPOS ID.BE02

DEAEO1

DEAE-02

DEAE0S

DE.CM-03

DE.GM-05

DE.CM-01

RSAN02  [RS.AN-D4

RSAN-O1 [[RS.AN-05  [[Rs.M-02

RsANO2 |[RsiM-01  [[Rs.MI-03

DE.CM-06

DE.OM-07

RCIM02 || RCRP.01

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Data feedbacloop
DeRISK> DKC

DeNexus Knowledge Center
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Site Contributio
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Metadata
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European Network ™
¥ _and Information
A DIVISION OF SUBEX

% ¥*  Security Agency

[ Mitigations [ —

DRAGCS [(/WATERFALL  statista 7a ¢ Controls & Projects !
A I Capex, Opex, I

verizon’ PonNesm‘:Tr! F:RTINET | Implementation time |

Confidential & Proprietary. Copyright © by DeNexus, Inc.



—® D=Q=XUS

DeRISK 1T Validation and Calibration

Benchmark of incidents

I Continuous effort T Dedicated team

[

Statistical Quality

The loss distribution is
obtained with a sequential
sampling problem:

Convergency of
numerical methods

Variability of quantiles
Robustness of the results

Tail stablility

Suite of tests

Sensitivity Analysis

Hundreds of inputs used

Contribution per input

Robustness to changes in
° | X «° A9 7~

Comparison of
distributions

=

\

T

(

Business Quality

Benchmark of cases to analyze and validate, make sense,
each piece of the system with SMEs

V5 Benchmark

¥

Synthetic Clients Incident-based
« 9 Protiles Assessments

I 3 4

0 Quantified $ losses within realistic range

0 Results realistic to ICS/OT systems and industries

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Unlocking the value In data

Costly Unanswered Questions

4 Y4 )
@@ SingleRisk /\ Mitigation
@ Assessment \/XI Strategies
- AN J
4 N\ )
63} Project builder = Portiolio-Risk
What-if? $ Accumulation

14
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Takeaways

DeRISK 2nd Generation Cyber Risk Modeling
Inside-Out data contextualized with underlying Industrial Process & Business data

We need CROQM

Reliable models

The Challenge

> > > D

1stgeneration failed

NAT CAT models not for CYBER CAT

r— W P=Q=xUs
MD-cve
@ Dashboard
{2 Inp

l ' fif i
1
D Reports

DeNexusnowledge Center

Trusted Ecosystem

50

$265K (17%)

A Texas Wind Central Cyber Risk Summary AST UPOATE Mitigation Recommendations
$0 $255k $797k
$328K (41%)
uuuuuuuuu
igation St

Identity

vvvvvvv

sssssss

------------------

The Answer

Data Is the foundation
InsideOut & Outsideln evidencebased data

Data In context
Underlying Industrial Process & Business data

Datadriven decisions

Continuous risk evaluation iIn financial terms

Efficient RObased risk mitigation
Determination of risk to be transferred

Bottom-up accumulation

Trusted Ecosystem

Encrypted Data
Safe Insights

Confidential & Proprietary. Copyright © by DeNexus, Inc
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What Is Cyber Risk?

rlpeline

Tie gang was a |'L—Z:§EII| Y responsiode 1or ransomware

n a swath of Germany’s fuel-distribution system this week

yments at some filling

INDUSTRIAL CYBER RISK

IN-DUS-TRI-AL CY-BER RISK [ IN'D2STRESL 'SIB2R RISK/

THE POTENTIAL LOSS OF LIFE, INJURY, DAMAGED ASSETS, FINANCIAL LOSS,
AND OTHER HARM FROM THE FAILURE OR MIS5-OPERATION OF DIGITAL
TECHNOLOGIES AND COMMUNICATION NETWORKS USED FOR OPERATIONAL DOI: 10.2139/55.3940329 - Corpus ID: 243833032

CAPABILITIES. Cwvher Ricsk Freauencv. Severity and Insurance

DOI: 10.1088/1755-1315/645/1/012064 - Corpus ID: 234005125

? oy At ta DOI: 10.1109/CyberSA49311.2020.9139703 - Corpus ID: 218560014 CYbEI
4 Pre base The Data that Drives Cyber Insurance: A Study

=z Into the Underwriting and Claims Processes

T IOP Confern
11 U.gaub/ W289 o - mSomm O R o S | sl -,
DOI: 10.3386/W2891 Jason R. C. Murse, Louise Axon, +3 authors 5. Creese - Published i 2020

. . . - - 9 R L e ——
When will the next ph ISh | ng emall alrive:: The Anat Strateaies aaainst Advanced Persistent Threats in

Héléne o
Cy DOI: 10.1007/510462-021-09976-0 + Corpus ID: 233631696

mod.>* Artificial intelligence in cyber security: research ,T

Pengyu Sun, Hengwe

WI” yOU Suffer 3 d ata breach’? = advances, chgllenges, and opportunities nd

T Zhimin Zhang, Huansheng Ning, +5 authors K._Choo - Published 13 March 2021 - Comp uter Science -

Artificial Ir

y April 2020 - Computer Science, Business -

Cyber Situational Awareness, Data Analytics and Assessment (Cyber

Rustam Jamilov,

Journal of Marine i

[ d Vg vy o« Priklichor © P T B L L .
et L ublished 1 May 2021 + Computer Science, Engineering Economics -

When will a cyberattack on my organization happen?

Confidential & Proprietaodfaiemigi tSoPrp iy eteyudpyright © by DeNexus, Inc.
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Two Stakeholders. One Challenge

Cybersecurity stakeholders are vulneralsurancefirmsare exposed and blind

The Industrial Enterprise

195%

2T [ coudbea
personally liable by 2024

500%

Growth In Ransomware
In 2020 targeting ICS/OT

$20 Billion

In estimated costs due to
Ransomware in 2020

1.Gartner - Predicts 2020: Security and Risk Management Programs
2.FORTINET - 2020 State of Operational Technology and Cybersecurity Report
3.Purplesec.- 2021 Ransomware Statistics, Data, & Trends

The (re)insurers

58%

of US organizations do
not have Cyber Risk
coverage

66.9%

Average Loss Ratio in 2020

96%

Pricing increase year/over/year in Q3 2021
40% Increase compared to Q2 2021

1.Insurance Insider February 11, 2021
2.NAIC-s 2020 Cyber Insurance Report
3.Marsh Cyber Insurance Market Overview: Q4 2021

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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Quantify, Manage, an8olve Cyber Risk

Unanswered Questions

Officer/CISO

-

Industrial Enterprise

What is our riskeduction ROI on cybersecurity
Investmentsytools + talent + training

Arewe spendingour securityl ST Y Q&
resources optimally?

Arewe overspendin@n duplicate defenses
GKSNBE @2dzNJ NKAail 2dzal

Chief Risk —

i A Y8

R2

Insurance /
(Re)insurance

Are we doing a proper risk selection?

Are we allocating the right amount of capital
{o ¥oler future claims/losses?

Are our accumulation assessments and

. Catastrgphic scenasio analysis, correct?
SayQu <Z2dzauAFTe UKS LINR

Confidential & Proprietary. Copyright © by DeNexus, Inc.
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What Is the Point?

A Poorly understood; Insufficient empiricatiata
O

A Highlydynamicg Fluid risk drivers
ﬁ A Impacted by bothinternaland external factors
ﬂ A Impacted byhumanbehavior, intentional or not

A That could result on systemidsk insurable? ... or even systematic risk uninsurable ?
under certain circumstances

-

Quantifying Cyber Risk and Uncertainty with Rigoro
Analytics Methodologies

here Is no full risk picture without data and science

S
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The Solution - 2nd Generation Cyber Risk Modeling

N

\\‘ \ b \\ I)E@EX US Portfolio Navigator USA v A Texas Wind Central Cyber Risk Summary LAST UPDATE Mitigation Recommendations
A\ B '
‘ ‘ [:0) $255k $797k Fastest ax R( fax NF
k ‘ ‘” s v ' 53% ($135.6k) ($215.5k) 2%
(@ Dashboard - Texas Wind Central Site U5 Poots pex $47.3k  Opex $46.2k  Implementation 7 months, 1 week
(3 Inputs cos  Downtime
e S 37%)
' i mssesetrom o Szt w6 0 oa e A
) ) \ A Texas Wind Central RAMEWORK  Extortion :
h \ X 70 VAR PERCENTILE vaR (95th $171k (21%) .
\ ‘ \ \ \ T:} Risk Management lﬂw “ i - e lD(—%) s
: o XPECTE $18.2K (7%)
\ Mitigation Strategies
\ @ Reports
itigati

OT focused, Insid®ut & Outsideln =
Cyber Risk Quantificatio®aaS platform R =—

Identity

Evidencebased, Redime, Datadriven, SeHadaptive, Automatic
L R—————

o] LR

Value ROtbased Manage Risk Transfer Build Risk
Cyber Risk Security Exposure Risk Transfer Capacity
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Modeling of Catastrophic Cyber Events
IN Industrial Environments.
Impact on Portfolio Risk Accumulation



Why Do We Need Cyber
Catastrophe Models?
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INat] CAT: definition

AMERICAN ACADEMY
of ACTUARIES

Catastrophes are infrequent events that cause severe loss, injury jor
property damage to a large population of exposures. While the term |s
most often associated with natural events (e.g. earthqguakes, floods or

hurricanes), it can also be used when there Is concentrated or
widespread damage from mamade disasters (e.g. fires, explosion,
pollution, terrorism or nuclear fallout)

Path of hurricane Andrew, Aug 1992, colours represent wind speeds

65 people were killed Before Andrew, people thought the worst case scenario was about Andrew was responsible for the failure of at least 16 insurers between 1992
Damage total exceeded $26 billion $7 billion (Karen Clarke) and 1993 (Insurance Information Institute)
Insurance claims totalled $15.5 billion
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INat] CAT: challenges
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Cyber CAT: even more challenging

Path of hurricane Andrew, Aug 1992, colours represent wind spegd
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Operableutility-scale generating units as of August 2022
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